
NGAN I{ANGN}IA NUOC CONGHoAXAHoICmINGuiar,Iirxa,IT
VIFT NAM DQc I6p - TU do - Hanh phric

sa,4tDozqrcT-NHNN Hd t\Oi, ngiiy J/ thdngiJnari ZOZ,I

THONG TII
Quy ilinh vd tri6n khai giao diQn lQp trinh ring dgng mO

trong nginh NgAn hing

Cdn ui'Luqt Ngdn hdng Nhd nadc Viet Nam ngdy l6 thang 6 ndm 2010;

Cdn ca Luqr Cdc rd ch*c tin dt/ng ngdy t8 thdng 0l nam 2024,

Cdn cfi' Luqt Giao dich di€n til' ngdy 22 thdng 6 ndm 2023;

Cdn ca LuQt An todn th6ng tin mqng ngay 19 thdng 11 ndm 2015;

Cdn cu NShi dinh sA SZ|ZOZI|NO-CP ngdy t5 thdng 5 ndm 2024 cila
Chinh phu quy dinh vi thanh todn kh6ng ditng tiin mft;

Cdn ca Nghi dlnh sij tStZOZStt'tO-CP ngdy 17 thang 4 ndm 2023 cua
Chinh phu quy dlnh vi bao v€ dft li€u ca nhdn;

Cdn c* NShi dinh sii IOZ|ZOZZ\NO-CP ngdy t2 thdng t2 ndm 2022 cita

Ch{nh phil quy dinh chuc ndng, nhi€m vu, quyin hqn vd co c(iu 16 ch*c cua

Ngdn hdng Nhd nadc Vi€t Nam;

Theo di nghi cila Cqc trrong CUc C6ng nghQ th6ng tin;

Thiing diic Ngdn hdng Nhd nudc Vi€t Nam ban hdnh Th6ng tu'quy dinh
,i tri6n khai giao di€n lfip trinh wng dung md trong ngdnh Ngdn hdng.

Chutrng I
QUY EINH CHUNG

Didu 1. Phqm vi didu chinh

1. Th6ng tu ndy quy dfnh vd viqc tri6n khai giao diQn l6p trinh ring dpng

md trong ngdnh Ngdn hdng.

2. Thdng tu ndy khdng di€u chinh vi€c k€t n6i, xri ly dt liQu chira thdng
tin thuQc ph4m vi bi mflt nhd nudc. Vi6c xri ly dir liQu chria th6ng tin thuQc

DELL
Textbox



2

phpm vi bi mpt nhd nu6c dugc thuc hiQn theo quy dinh cira phdp luAt hiQn

hdnh.

3. Th6ng tu ndy kh6ng di6u chinh vi6c k6t n6i, 
^,i 

ly du liQu tryc ti6p

giira:

a) HQ th6ng th6ng tin cta Ngdn hdng vd hQ th6ng th6ng tin cria t6 chric

qua giao diQn lQp trinh ring dung d€ phuc vu nghiQp vu nQi bQ cta chinh t6

chric d6;

b) HQ th6ng thdng tin cria Ngdn hAng vd hQ th6ng th6ng tin cua T6 chuc

cht tri hQ th6ng bu trir diQn tri'. T6 chrtc chri tri hQ th6ne bi tril dien tt duqc

xric dinh theo quy dfnh cria Ngdn hdng Nhd nu6c Viet Nam vA hoqt dQng cung

ung dich vU trung gian thanh torin'

Didu 2. Odi tuqrg 6P dgng

1. Ngdn hAng thuong m4i, ng6n hdng ho. p t6c x6, chi nh6nh ngdn hdng

nu6c ngodi (sau ddy gqi chung ld Ng6n hdng).

2. T6 chr?c, c6 nhdn c6 li€n quan trong viQc trii5n khai dich vp qua giao

diQn l{p trinh ung dpng md trong ngdnh ngdn hdng.

Diiiu 3. Girii thich tt ngii

Trong Th6ng tu ndy, c6c thuQt ngir du6i d6y dugc hi6u nhu sau:

1.Giao diQn ldp trinh irng dpng (t6n ti6ng anh ld: Application
programming Interface, sau ddy vii5t tat ld API) ld giao diQn cho phep giao

tiep giua cac ring dpng phAn mAm trong m6t t6 chric hoic giira c6c t6 chtc

v6i nhau.

2. Giao diQn lap trinh img dpng mo trong ngdnh NgAn hdng (Open API)

ld t{p h-o. p c6c API dugc Ngdn hdng cung cAp cho b€n thri ba tryc ti€p ktit n6i,

xir l1z dt liQu d0 cung ring dich vu cho kh6ch hirng. open API g6m: Open API

co bin vd Open API khrlc.

3. HQ th6ng rhri nghi€m Open API ld hQ th6ng thdng tin cria NgAn hdng

cung c6p cho b6n thri ba ac tnri nghiQm c5c open API tru6c khi tri6n khai

chinh thtc.

4. Kh6ch hdng ld c6 nh6n sri dpng dich vu cira Ngdn hdng'
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5. Ben thu ba la to chuc ho4c Ngin hang khric co thoa tlrudn bang hcrp

cl6ng vdi NgAn hdng lrong viQc k6t nOi, xu ly cl[' li0u qua Opcn API d0 cung

ring dich vu cho khrich hdng.

6. SU d6ng y cua khdch hdng ld vi€c th€ hiQn 16 rAng, tg nguyQn, khang

<linh viQc cho phdp xri l;i d[ liQu c6 nhAn cira khrich hdng.

Ei6u 4. NguyGn tic chung

NgAn hAng, kh6ch hdng vd bOn thri ba (sau d6y ggi lir c5c bOn) khi triOn

khai Open API phai tudn thu c6c y€u cA, sau:

1. TuAn thir c6c quy dinh cira ph6p lupt vC giir bi m4t, cung c6p th6ng tin

kh6ch hdng vd b6o v0 du liQu c6 nhAn. ViQc xu l;f dit liQu c6 nh6n cua kh6ch

hdng chi phuc vu cho chinh kh6ch hdng d6, tru truong h-o. p theo quy dinh cua

phrip luf,t.

2. Dt liQu trong qu6 trinh xu li phAi dugc qudn iy, luu trir, khai th6c, su

dgng d(rng muc dich tai hqp d6ng giira c6c b6n vir phu h-q p v6i quy dinh cua

phrip luQt.

3. Dir lieu trong quii trinh xu ly phai bio dim tinh cap nhat vd chinh x6c.

Truong hqp c6 sai lech ph6i thuc hi6n dinh chinh, hiqu chinh kip thrri theo

th6a thu{n gita crlc b€n.

Chuong II
QUY DINH CU THE Vr rrunN KHAI OPEN API

Mgc I

QUY DINH TRIEN KHAI OPEN API

Diiiu 5. Nguy6n tic tri6n khai Open API

1. Khi tri6n khai open API co ban quy dlnh tai t)i6u 6 Th6ng tu nd-Y,

Ngdn hdng phdi tuan thri quy dinh tai Phg luc 01, Phu luc 02 ban hdnh kdm

theo Th6ng tu ndy.

2. Khi trirSn khai Open API khSc theo nhu cAu thUc t6 vd phu hqp quy

dinh cria ph6p luQt ngodi danh muc open API quy dinh tai Di6u 6 Th6ng tu

ndy, NgAn hdng phii tuAn thf quy dinh tai Phu h;c 02 ban hanh kdm theo

Th6ng hr ndy.
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3. Ngdn hdng chi duoc phdp tri6n khai Open AI'}l qu,v dinh tai tlicm c

kho6n 1 Ei6u 6 cho b6n thfr ba ld Ngdn hdng. t6 chirc cung irng dich vu trung

gian thanh to6n.

Diiju 6. Danh mgc Open API

1. Danh mqc Open API co bdn dugc t6 chric thdnh c6c nh6m sau:

a) Open API truy v6n th6ng tin ty gid, 1di sudt crla Ngdn hdng g6m: API

L6y th6ng tin l6i su6t, API L6y th6ng tin tS, eia;

b) Open API truy vAn th6ng tin cria kh6ch hdng gOm: API Xdc nhQn vd

l6y su d6ng 1f cria khrich hdng, API L6,v md truy cAp, API Ldm mdi m5 trul'
c6p, API 'fhu h6i md truy cqp, API LAy danh srich tdi khoin, API L6y th6ng

tin tdi khoAn, API L6y lich su giao dich;

c) Open API kh0i t4o thanh todn, n4p ti6n vdo vi di€n trl'. rrit ti€n ra khoi
":vr cllen ru gom:

(i) Open API khdi t4o thanh to6n g6m: API Khdi tao thanh torin. API
Xdc nhAn kh6ch hdng Lu6ng Redirect, API L6y md truy cdp lu6ng Rcdirect.
API CQp nhAt trang th6i x6c nhAn thanh to6n crla kh6ch hdng ludng
Decoupled, API Xric nhdn thanh to6n, API L|y trang thrii giao dich. API Ld1'

trang th6i x6c nhqn thanh to6n cria kh6ch hdng ludng Decoupled:

(ii) Open API Nap ti6n vdo vi tli6n tri g6m: API Nap vi di€n tu. API Xdc
nh6n OTP, API Cap nhdt trang thrii xric nhdn n4p vi di€n tri cria khrich hdng
lu6ng Decoupled, API Lriy trang th6i x6c nh4n nap vi di6n tu cta kh6ch hdng

ludng Decoupled, API X6c nh4n nap vf di€n tu', API L6y trang th6i giao dich;

(iii) Open API Rft tidn ra kh6i vi iti€n tft.

2. Chi ti6t d4c ti danh muc Open API tai khoAn 1 Di6u ndy duoc quy
ilinh cU th6 tai PhU luc 01 ban hdnh kdm theo Th6ng tu ndy.

Didu 7. Danh mgc ti6u chuin ki thugt

',11. Cdc ti€u chuAn k! thuat trien khai Open APi g6m ti€u chu6n kien tnic,
ti6u chu6n df liQu vd ti€u chuAn an todn th6ng tin.

2. Ti€u chuAn k! thudt tri6n khai Open API trong ngdnh Ngdn hdng qu1,

dinh cu th6 tai Phr,r lpc 02 ban hdnh kdm theo Th6ng tu ndy.

Di6u 8. Hqp tl6ng gifra Ng6n hing vriri b6n thri'ba
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Ngdn hdng phii ky ket hqp d6ng v6i b€n thu ba vd viQc 1ri6n khai Open

API, bao gOm t6i thi6u c6c ndi dung sau:

l. Cam ki5t bao mQt th6ng tin, trong cl6 c6 thoa thu6n v€ viec bdo dam an

todn, bio mQt th6ng tin khi thr,rc hiOn xrJr ly dt liQu qua Open API do NgAn

hdng cung c6p.

2. CamkOt sri dpng dir lieu do Ng6.n hdng cung c6p dfng ph4m vi, mqc

dich.

3. B6n thri ba ph6i th6ng b6o cho Ngan hdng khi ph6t hien nhan su vi

ph4m quy dinh vC an todn th6ng tin m4ng khi tri6n khai Open API'

4. Th6ng tin v€ dich vU cung c6p cho khrich hdng dugc tri6n khai qua

Open API.

5. Th6ng tin v6 phi dlch vu cung c6p cho kh6ch hdng clugc tri6n khai qua

Open API (n6u c6).

6. Didu khoin vi: hQ th6ng th6ng tin cria b€n thf ba ket nOi, xu lf dir liQu

qua Open API phii duqc d6nh giir,xitc dinh cAp d0 theo qu,v dinh cta Chinh

if,,i ,d bAo dAm an todrn hq thOng thdng tin theo c6p d0'

7. Quytin truy cap du liQu cira b€n thu ba khi tri6n khai Open API'

8. DiAu khodn chAm dtrt hqp d6ng'

Diiiu 9. C6ng khai th6ng tin Open API

Tru6c khi chinh thric k6t n6i, xu ly dir lieu vdi b6n thrl ba. NgAn hdng

ph6ic6ngkhaith6ngtinopenAPltr6ntrangth6ngtindiQntuchinhthitccta
Ngdn hdng bao g6m t6i tnl6u cdc nQi dung sau:

l. Thdng tin vC H9 thdng thir nghi€m Open API'

2. Danh mgc c6c Open API Ngdn hdng tri6n khai'

Mgc 2

QUYEN VA TRACH NHIPM CUA NGAN HANG VA BON THU'BA

Did;u 10. QuYi:n ciia NgAn hhng

1. y6u c6u ben thir ba cung c5p c6c th6ng tin can thi6t 1i0n quan d6n quii

trinh k6t n6i, xu l:i dil liQu qua Open API'
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2. CAc quy6n kh6c quy <linh trong hgp d6ng vrii b€n thir ba.

Di6u 11. Trrich nhiQm cria Ngin hdng

1. Hodn thi6n co sd ha tAng hQ th6ng th6ng tin phuc v1r tri6n khai Open
API dC s8n sdng k6t n6i, xu ly dft li6u.

2. X6,ry dgng vd hodn thi€n c6c titi li€u huong ddn k6t n6i, xri' lj dD li6u.

3. 86o cl6m chAt lugng dft li6u trong qu6 trinh tri6n khai Open ApI.
Th6ng b6o kip thoi cho b€n thri ba khi c6 sai l€ch d[ licu vd ph6i hop vtii b6n
thf ba dinh chinh, hi€u chinh kip thdi.

4. Bdo ddm an todn, an ninh mang cho h€ th6ng th6ng tin tri6n khai
open API, d6p Llng toi ttriilu cAp dQ 3 theo quy dinh cta chinh pht vA bao
ddm an todn he th6ng th6ng tin theo cdp dQ vd ru6n thri quy dinh cria Ng6n
hdng Nhd nu6c vi6t Nam vA an todn h6 th6ng th6ng tin trong hoat dQng ng6n
hdng.

5. Cung c6p c6ng cu hodc chric ndng cho phdp kh6ch hdng thuc hi6n:

a) Tra cuu cdc dir liQu md kh6ch hdng d6ng y cho b6n thu ba xu l!:

b) Rtt lpi sg il6ng y cria kh6ch hdng theo quy dinh cia phdp lu6t.

o. Thi6t lap thdi hqn dugc thgc hi6n truy v6n rh6ng tin cria kh6ch hdng
sau khi duoc khdch hdng tl6ng y kh6ng qud lg0 ngd1,, rru truong hqp c6 th6a
thuAn khiic gita kh6ch hdng v6i Ng6n hdng.

7. cung c6p th6ng tin tinh hinh tri6n khai open ApI cho Ng6n hdng Nhd
nudc vi6t Nam (thdng qua cuc c6ng ngh6 th6ng tin) khi duoc y6u cau.

" 8. Ph5i hqp vdi b€n rhri ba theo th6a thu6n vd v6i co quan c6 thAm quy€n
dd giei quy6t r,ucrng mrc, tranh ch6p trong qu6lrinh tri€n khai open ApI.

9. c6 gini phrip cdng ngh€ gidi han s6 lAn truy v6n tu d6ng rh6ng tin c[ra
khrich hdng tu b€n thri ba.

10. chiu trrich nhiem lua chgn, th6m dinh, gir{m s6r va quan lj b€n thri
ba.

11. Thuc hiQn cap nh6t hodc thu h6i quyd:n truy cap dt li6u cua b€n rhri
ba khi c6 thay d6i theo hqp ddng.

12. Gi6m sdt hoar il6ng truy cQp:
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a) C6 h9 th6ng gidm s6t d€ ph6t hien vd ngan chbn cdc hdnh vi tru1,' cdp

b6t thuong ho4c tr6i phep tu b€n thri ba;

b) Ghi nhat ki toan bQ viQc su dung Open API tt b€n thu ba t6i thieu
trong vdng 03 th6ng vd sao tuu t6i thi€u 0i ndm d0 phuc vu ki€m tra khi cAn
,.4,

ttuet.

Di6u 12. Quydn vi tr6ch nhiQm cria bOn thri'ba

l. B6n thr? ba c6 c6c quy6n theo hqp d6ng hoqc th6a thu4n v6i Ngdn

hdng, kh6ch hdng.

2. Trirch nhiQm cira b€n thf ba:

i^
a) Cung cdp c6ng cg ho{c chric n[ng cho phdp kh6ch hdng thgc hiQn trr,rc

tuy6n:

(i)Tra criu c6c dir lipu md kh6ch hdng ddng j' cho b6n thri ba xir l;i'l

(ii) Rrit 14i su d6ng y cua khdch hdng thco quy dlnh cua ph6p ludt.

b) Thdng b6o cho kh6ch hdng c6c diAu khodn, diAu ki6n vd viQc su dpng

dich vg vd hudng d6n kh6ch hdng c6ch thirc sri dpng dich vg.

c) Ban hdnh quy trinh quAn ly rui ro; quy trinh chdm s6c khdch hdng;

quy trinh xt lj khi€u nai; quy trinh gi6i quyt5t tranh ch6pl quy trinh bao dAm

hoat dQng li6n tuc vd quy trinh sri dgng dich vu khi cung c6p dich vu cho

khrich hdng.

d) Khai thdc vd sri dgng dft liQu dring ph4m vi theo th6a thu4n giira c6c

b6n vd theo quy dinh cria ph6p luQt.

d) Thdng brlo kip thdi cho NgAn hing khi xdy ra tg cO vC cdng nghQ

thdng tin. an todn th6ng tin khi triiin khai Open API. Hinh thric vd thdi gian

thdng b6o theo th6a thu4n gita Ngdn hdng vd b€n thri ba.

e) Th6ng b6o kip thcvi cho Ngdn hdng khi c6 sai lQch dir li6u vd ph6i hqp

v6i NgAn hdng dinh chinh, hiQu chinh kip thdi. Hinh thuc vd thoi gian thtrng

biio theo th6a thuan giira NgAn hdng vd b6n thu ba.

. Chuong III.(,
DIIU KHOAN THI HANH

Di6u 13. Trr{ch nhiQm cfra Cgc Cdng nghQ thdng tin
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1. Cht tri, ph6i hqp viii ciic dcm f i li6n quan thuoc Ngdn hdng Nhdr nutic

viet Nam xi' ly c6c vuong m6c ph6t sinh trong qu6 trinh thuc hicn Th6ng tu

ndy.

2. Theo d6i, t6ng hqp, b6o c6o Th6ng d6c NgAn hdng NhA nu6c tinh

hinh thgc hiQn cria c6c NgAn hdng theo quy dinh tai Th6ng tu nay.

3. Ki6m tra Ngdn hdng trong viQc thUc hiQn Th6ng tu ney.

Diiiu 14. HiQu lqrc thi hinh

Th6ng tu ndy c6 hi€u luc thi hdnh kd tu ngdy 01 th6ng 3 nim 2025.

Didu 15. Di6u khoin chuy6n ti6p

C6c NgAn hdng dd k6t n6i, xu ly dit liQu tryc titip voi bOn thri ba qua API

ho4c Open API de cung cAp dich vu cho kh6ch hdng c6 nhdn truoc thcvi diem

Th6ng tu ndy c6 hiQu lyc thi hdnh phAi th$c hiQn:

t Lflp danh mr,rc API, Open API dang tri6n khai vd k€ hoach thuc hiQn

chi titit bAo ddm tu6n thu quy dinh Th6ng tu ney gui NgAn hdng Nhd nuoc

Vi6t Nam (th6ng qua Cgc C6ng ngh€ th6ng tin), hodn thdLnh trudc ngdy 01

thdng1T ndm2025.

2.TuAn thri c6c quy dinh tai Th6ng tu ndy, hodn thdnh truirc ngd,v 0l
thring 3 ndm 2027.

Eidju 16. T6 chric thr;c hiQn

ThrJr trucrng c6c don vi thu6c NgAn hdng Nhd nuoc Vi€t Nam, ngdn hdng

thuong mpi, ng6n hang hqp titcxd, chi nh6nh ngdn hdng nudc ngodi chiu trrich

nhiQm td chric thgc hiQn Th6ng tu niry.l .rrt---

Noi nhQn:
- Nhu Di6u 16;

- Ban Linh dao NHNN;
- Ven phdng Chinh phn;
- BQ Tu phrip (d6 ki6m tra);
- C6ng bdo;
- C6ng TTDT cria NHNN:
- Lm: VP, PC, CNTT (03 ban).

Phgm fi6ir Dfing
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DAC TA TrErrCHLtfiT\ C OPEN API TRONG NGANH

(Bart hdnlt kint theofftd,,Xi, -t'l HN lV ngdyr'l thdng.{*tdm 2 t) 2 I
cua Th6ng di5i p l,lhd nu'6c l,'iAt Nam)

Bing ThuAt ngir

B:ing Danh mrlc cic Open API chia theo c{c nh6m qu1' {Iinh t4i Didu 6

STT Thuit ngir M6 te
1 PSU (Payment Service User) Kh6ch hdng
) TPP (Third Party Provider) BCn thu ba
J. Bank Auth Server H0 th6ng x6c nhAn cua Ng6n h2rng

4. Bank Open API HC th6ng cta Ngdn hdng
5. access token Md truy c4p

6. refresh token ME ldm m6i
7. LIIJID (Universally Unique Identifier) Ma dinh danh duy nhit

8. INF (INFormation)
C6c OpenAPI truy vAn th6ng tin tj,
gi6, l6i suAt cua NgAn hirng

9. AIS (Account Information Service)
C6c Open API truy vdn th6ng tin
cua khdch hirne

10. PIS (Payment lnitiation Service) C6c Open API khoi t4o thanh todn

11 EWLfS (Ewallet Serv'ice)
Cric Open API n4p ti6n vdo vi dien
tu, rirt ti6n ra khoi vi dign tu

STT Danh sfch API

I Open API truy v6n th6ng tin ty gid, l5i su6t cria NgAn hhng (tli6m a

khoin l)
I API L6r'th6ns tin l6i
2. API Ldv th6ne tin ty ei6

II Open API truy vdn th6ng tin ctia khrlch hnng (ili6m b khoin 1)

l. API X6c nhfn vd 16y sU d6ng y cria khrich hang
2. API Ldy md truy cAp

3. API Ldm moi mi truy cfp
4. API Thu h6i md truy cOp

5. API LAv danh s6ch tai khoan
6. API L6v th6ne tin tii kho6n
7, API LAv lich su eiao dich

III Open API khni t4o thanh to6n, n4p tidn viro vi tliQn tt, rrit tidn ra kh6i
vi tli0n tft (di6m c khoin l)

A Open API kh0i tao thanh toin
1. API Khari tao thanh todn
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) API X6c nh0n kh6ch hang lu6ng Bgqllg!]
J API Liv md lu6ns Redirect

4
API CAp nh4t tr4ng th6i x6c nhAn thanh to6n cua khrich hdng luong
Decounled

5. API X6c nhdn thanh toan

6. API Ldy trang thai eiao dit
'7. API L6y trang th6i x6c nhQn thanh to6n cria kh6ch h2rng lu6ng Decoupled
B Open API }hp ti6o ,n.

1 API Nap vi dien tu
1 API X6c nhAn OTP

3.
API C6p nhQt trang th6i x6c nhAn nap vi diQn tu cua kh6ch hing lu6ng
Decoupled

4.
API LAy trang thei x6c nhfn nap vi di6n tu cua khrich hang luong
Decoupled

5. API X6c nhfn nap vi di6n tu
6. API Ldy tr4ng th6i giao dich
C Open API Rrit ti6n ra kh6i vi di6n tfr

1. Nguy6n tic vh quy ilinh kf thuflt chung

. -. Duong din cua c6c Open API quy dinh tai Phu luc niiy duoc ddt t6n theo nguy6n
tec th6ng nh6t nhu sau: "https:i/<domain>iapilv1l...."

- Tham s6 t.u.,g c6c Open API quy dinh t4i PhU lUc ndy' ld t6i thieu.

- B6n thri ba (TPP) su dung m6 s6 thu6 hqp lQ con hoal d6ng tai Vi6t Nam (TPP-

lD) ldm mi drnh danh.

- NgAn hdng su dpng md ngAn hdng ding trong hoat d6ng nghiQp vU ngAn hdng do
NgAn hing Nhd nudc Viet Nam cAp cho c6c ngdn hdng (Provider-ID) ldm mE dinh danh.

- Sau khi k6t n6i vd bdo ddm an toiin truydn thong giira Ngan hdng vd TPP theo
ti6u chuAn quy dinh tai Phu luc 02. TPP phii ddng ky md dinh danh cua ung dung
(client_id) vd mE xdc nhdn dinh danh (client_secret) voi NgAn hang.

- NgAn hdng quan li k6t n6i va quy6n truy cQp Open API voi c6c TPP theo chuAn
OAuth 2.0 Authorization Framework trong RIC 6749. Tiry theo c6c nh6nt APl. cric
Ngdn hdng su dung c6c lu6ng 16y md truy c4p trong RFC 6749 nhu sau:

+ Client credentials grant flow (muc 4.4 trong RFC 6749).
+ Authorization code grant flow (mUc 4.1 trong RFC 67491 t,a k6t hop k! thuAt

PKCE trong R-FC 7636 aOi vOl mQt s6 API l6y md truy c6p.

- Cdn cu vdo quy tlinh tai Th6ng tu, ph4m vi cturg c6p Open API cua ciic Ngin
hdng chia thdnh c6c nh6m sau: INF, AIS. PIS vd EWLTS.

- Thcri gia:r hiQu lUc cria token cho ttmg nh6m ndu tr6n dugc quy.dlxh nhu sau:
+ Authorization Code (GET /authorize): IoAi token su dung mot ldn. thoi gran hiQu

lsc 180 gi6y.
+ Access Token v6i grant_type ld client credenlials (POST /token): thoi gian hi6u

luc t6i da 3600 gi6y.
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+ Access Token voi grant type ld. author.i:utiort-code (POSI'/tokcn;: d6i vrii
nh6m AIS thoi gian hi€u lqc t6i da 3600 gi6."-r d6i r oi nhom PIS tokcn su dun-e mQt lAn

vd c6 thdi gian hi6u luc t6i da 300 giay.
+ Refresh token voi grant type ldrelre s.h_tokefl (POS'I /token): chi iip dung cho

nh6m AIS, thoi gian hiQu lUc theo quy dinh d6ng f chia sd dit IiQu kh6ch hdng tqri khoan

6 Di6u 11. Trong khodng thoi gian refresh-token dang con hiQu luc, TPP c6 th6 str dgng

refresh_token dC ldy access_token m6i tir hC th6ng x6c nhdn cua NgAn hdng mi kh6ng

.An y€u cAu kh6ch hdng phAi thuc hi€n lai lu6ng 16y mZ truy cfp t4i muc 3 phu lpc ndy'.

- Thoi gian hieu lUc cira consentld (gia tri duoc sinh ra sau khi x6c thpc thAnh c6ng

kh6ch hdng theo lu6ng Decoupled trong cdc nh6m PIS; EWLTS va lu6ng OTP nh6m

EWLIS) id 300 gi6y.
- Gie tri cua c6t "Bat buQc" trong c6c bAng m6 tii c6c Open API phia ducvi ducvc

quy dlnh nhu sau:
+ M: bdt buOc.
+ O: tuy chen.

^ .,t+ L',: Oleu Kren.

- C6c Open API co tham s5 tong Body dugc ky theo ti6u chuAn RF-C 7515 d4ng

Detached JWS.
- C6c thdnh phAn trong cdc hinh vE lu6ng thUc hiQn trong Phu luc niry duoc th€

hi6n cr muc logic.

2. CircOpen API truy v6n th6ng tin fi' giri, lii tuat cra NgAn hhng (tli6m a

khoin l Didu 6)

m r''--'-'-''
t Bank Auth

I scrvrr
--_---1--.*

ieoni, op"n
I APr

l

t'
l-1. Select Rateilnterest Rale-Dfi, I | 

-2' 

POST /token (Cllenl credentials-
, ll
, l-.,| +----.---------2.1 , Response: access token--.'"'
I

I

I| ^^
r ' 

' ""'J.l

I

I
I

lr

il 

-3. 

,ry 1/in lerestrate-----i-=.--
Ilr

Response-...""" ' 'l l. ' "" 31. ResponsE ; ""

| <-----.- -' 4.2:Response '
I

:

Ifinh 1. Luing tu1't'an rhong iln ry gid, tdi sutit cua Ngdn hdng (IiVF)

- MA te chi ti6t ludng:

+ Bu6c l: Tr6n ung dung cua TPP, kh6ch hang thgc hiQn y6u cAu trul' r'6n th6ng
a. .

tin ty gi6 hoac ldi suat cua mQt ng6n hdng.

t Buoc 2: TPP thUc hiqn yeu cdu IAy access_token theo ti6u chuAn OAuth2.O voi
grant-type li client-credentials (Chi ti6t duoc m6 tir tai muc 4.4 trong RFC 6749)'

+ Bu6c 2.1. He th6ng x6c nhan cua NgAn hdng ki€m tra thong tin trong y6u cAu vd

phAn h6i cho TPP access-token.

E
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N6u khrlch hhngy6u cAu trul'r,An th6ng tin lii su6t thi thr,rc hi6n ti5p bu'ric -1:

+ Bu6c 3: TPP thuc hien gui y€u cdu truy r,6n lii suAt toi hQ rh5ng cua Ngan hang
thong qua API "API Ldy thbng titt ldi sudf'tai mqc 2.1

+ Bu6c 3.1. He th6ng cua Ng6n hdng phan h6i k6t qua cho TPP.

+ Bu6c 3.2.Ungdung cira TPP hi6n thi kiit qud tr6n giao dien cho khach hdng.

NGu kh6ch hirng y6u cAu truy vdn th6ng tin tf gi6 thi thu'c hiQn ti6p budc 4:

+ Bu6c 4: TPP thgc hi€n gui ydu cdu truy vAn ty gi6 t6ihC th6ng cua NgAn hang
th6ng quaAPl "API Ldy thbng tin t!'giti" t4i mBc 2.2

+ Bu6c 4.1. HC thong cua Ngrin hing phan h6i ktit qua cho TPP.

+ Bu6c 4.2.IJngdung cua'l'PP hi6n thi k6t quA tr6n giao di6n cho kh6ch hang

2.1. API LAy th6ng tin lii sudt

End oint /v I /interestrate?curren
GET
INF

- Request Header:

Content-TVpe String M Mac dinh "applicatioru'json"

Authorization String M

- Authorization dinh dqng: "Bearer +

{access _token}": theo tieu chuin RFC
6750.
- Md access_token duoc cAp theo quy.

dinh tai mpc 4.4 trong RFC 6149 (t'cti
grant type ld chent credentials).

Request-DateTime DateTime M

- Ngay gio thuc hi6n.
- Einh dang:y))y-MM-
ddTHH:mm:ssZ (UTC DateTime), theo
ti€u chuAn RFC 3339.

Request-ID
String

t60l
M Mn dinh danh duy nh6t cho request.

thudns o dinh dans UUID.

PSLI-lP-Address
String

Is0l
o Dia chi IP cua kh6ch hang.

Gi6 tri ndy phai d dang Ipv4 hodc Ipr,6.

PSU-lJser-Agent
String

[200]
o

Th6ng tin trinh duyet ffong truong hcro

kh6ch hdng su dung ung dung web cua
TPP ho6c cdc th6ng tin kh6c trong
trudng hop kh6ch hdng srJr dyng img
dung kh6c cua TPP.

PSU-Device-OS
String
lr 00l

o @ti"h/di
dQng.. ..) cta khiich hdng.

Provider-ID String [8] M
Ma dtnh danh cria Ng6n hdng dugc quy
dinh tai Muc 1.

TPP-II)
String

[15]
M ME dinh danh cua TPP ducrc quy, dlnh tai

Muc l.

.+' '. -:{*Je}iu=*,tsE
. .,r,I'r,,,' i a.,'4i -jy,[l:

, i4 t1l;.qn;,t*'ffi;
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Client-ID
String

Mdc dinh "application/j son"

Gia tri dugc lAy tu request Iteader trong API
cua TPP

Request-DateTime
Giri tri duqc lAy tu request header trong API
cua TPP

JWS-Sisnature Chfi ki JWS theo quy dlnh t4i Muc I

- Response Body:

+ HTTP S]'ATUS CODE 2OO OK:

* Error Code: Tham chi6u tai mqc 7.2.1. Dinh dang phnn h6i i5i r"a Z'Z'Z nang

ma lol cnung.

Cia tri client id duoc n€u tai Muc I .

- Query parameter:

- Response Header:

Content-Type

interests Array M Danh s6ch 16i suAt

curTencv
String

t3l
M

t-"a, tiA., te qry dirtl tt'l"o mi cua bo

ISO 421'1 vdi 3 k;i hr vi6t hoa.

productCode
String
f1001

o Md loai sAn phAm tidn gui

productDesc
String

[3001
M M6 td loai sAn phAm tiAn gui

termCode
String

t1 001
M K}han gui

minAmount Number M s6lGn gui toi thi6u

customerType
String

t4l
M

Loai kh6ch hdng theo ISO 20022.

Gi5 tri mac dinh: "PRVT" (Khrich

hdng c6 nhdn)

intcrestRate
String

t5l
M L6i sudLt

effectiveDate Datetime M

- Ngay hiqu lUc.
- Dinh dang:)y)ry-MM-
ddTHH:mm:ssZ (UTC DateTime),
theo ti€u chuAn RIC 3339.

additionallnfo Obiect o tt Ong tin b6 sung (nt5u c6)

,'l : lT..'{'-",.' :,,J,'

\'lr.;., . "-. +- -.

.i"tYlx._lrsl
., -. r .: ,,-,rt,. .t:.'. -!.:'

:;i - ,. '* 1'+l

curTencv
String

t3l
M

Lo4i ti6n tC quy dinh theo md cua b6 ISO
4217 v6i 3 }cy tU vi6t hoa.

,

String M

Request-ID String M

String M

Strine M
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2.2. API L6y,th6ng tin tj' giri

Endnoint /v I /exchangerate?curren :{curre

- Request Headerl

Content-T1,pe String M Mac dinh "application/ j son"

Authorization String M

- Authorization dinh dang: "Bearer -r

{access_token}": theo ti6u chudn RFC
67 50.
- ME access token duoc cAp theo quy
dinh tai mgc 4.4 trong RFC 6749 (vcyi

grant type id client credcntials).

Request-DateTime DateTime M

- Ngdy'gio thuc hicn.
- Dinh d4ng: yyly-MM-
ddTHH:mm:ssZ (I J'l'C DateTime).
theo ti6u chuan RfC :::9.

Request-ID String [60] M ME dinh danh duy nhAt cho request.
thuone o dinh dans lruID

PSIJ-IP-Address String [50] O
Eia chi IP crla kh6ch hang. Gi6 1ri ndy,
phai o dans Ipl'4 hodc Iov6.

PSU-User-Agent String

[200]
o

Th6ng tin rinh duy6t trong truong h<rp

kh6ch hang su dung ung dung rveb cua
TPP hoac c6c th6ng tin khdc trong
truong hqp kh6ch hdng su dung img
duns kh6c cua TPP.

PSII-Device-OS String

lr00l
o H6 dieu hdnh tr6n thi6t bi (mriy tinh/di

dQng,... ) cua kh6ch hdng.

Provider-ID String [8] M Ma dinh danh cua Ngdn hiing duoc quy
dinh tai Muc 1

TPP-ID String [15] M Ma dinh danh cua TPP du'oc qu1 dinh
taiMuc L

Client-ID String [50] o Gi6 tri client_id duoc n6u tai Muc l.

- Query parameter:

- Response Header:

,,$#flHffi&ffi

curTenoy
String

t3l
o Lo4i ti6n tC quy dinh theo md cua b6 ISO

4217 vdi 3 lcy'tu vi6t hoa.

Content-Type String M Mdc dinh "applicatiodjson''
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Request-lD String M
Gi6 tri dugc l6y, tu' requcst header trong
API cua l'PP

Request-DateTime String M
Gia tri dugc lAy' tu requcst header trong
API cua TPP

JWS-Signature String M Chir ky JWS theo quy' dinh tqi Mpc I

- Response Body:

+ HTTP STATUS CODE 2OO OK:

+ Error Code: Tham chi6u t4i mpc 7.2.1. Dinh dang phan h6i t5i va Z.Z.Z nang

md l6i chung.

3. C6c Open API truy vAn thdng tin cria kh{ch h}rng (tli6m b khodn 1 Dii:u 6)

Chi 6p dpng v6i c6c truy vAn mA kh6ch hdng chn dQng thUc hien tren img dung

cua TPP.

- Luiing 6y mn truy c4p cua khdch hing dugc thUc hien khi IAy sg d6ng y'chia

se dir liQu cua khrich hdng dugc khoi t4o tr6n ung dung cua TPP duoc m6 td nhu sau:

rates Array M Danh s6ch bj,giA

curTencv String [3] M
Loai tidn tQ quy dinh theo
mi cua b0ISO 4217 .,oi3
kj tu vi6t hoa

huvCashRate Number M f i gi6 mua viro bdng ti6n
mat

buyTransferRate Number M
Ti qi,i mua 'u'ito hdng

chul'6n khoan

seilCashRate Number M Ti ei6 b6n ra bdng ti6n m[t

sellTransferRate Number M
Ti gi6 b6n ra bdng chuy€n

khoin
additionallnfo Object o Th6ng tin b6 sung (n6u c6)

applyDate DateTime M

- Thoi di6m 6p dung ti gi6

tren hd th6ng cua Ngdn

hirng.
- Dinh dang: yy.v,v-MM-
ddTHH:mm:ssZ (LITC
DateTime), theo ti6u
chuAn RFC 3339.

' .*n' ".'i'- xil \i
, I ,-.-\'

- 'r;P: '
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r-*---)i ocrr I

I rev 
I\-----J

I

I

Bank Auth
Server

Bank Open
API

,1

i+... 
...1 1 redrrect lo Bank Auth Server---...".\

| . 2 /alrthonze--
| | - -r 2 1 Aulhentrcale &

r I i lAuthonses. r., I d data rnformahm servrces

3 /token with authonzation code----------n
I
I

'-.--" - 2 3 1 access and retesn token. .-. .--

{ -,J | 1"rp,."a ""*!s 
tokrn] 

r

t'I

- _ 3 /token

L (grant-typ€=refresh_token)- 
Iltt

l. r+.-...--...-.--.----..3 1 access token--. .--.-..--.. I

I

I

Ilinh 2 Lu6ng ltiy md tr.to c.dp

+ Buoc 1: Khrich hdng ddng nh4p vdo img dpng cua Tpp va thuc hien dich vu li6n
quan toi sU ddng y chia se dt li€u cuakh6ch hdng do Tpp cung cdLp.

o Ntiu kh6ch hdng chua thL l hiQn dong y chia sd dt liQu ho6c dd h6r thtli gian rt6ng
y dugc quy dinh tai khoin 6 Didu 1l thi tiiip tuc thuc hiQn c6c Bu'6c ti,, t.l a6n nue-c
2.4.

. r N6u thoi gian d6ng y con higu luc vd access-token h6t hi6u luc thi thuc hi6n
ti6p tu Bufc 3.

+ Buoc 1.1. Hc th6ng cua TPP sE di6u hucmg kh6ch hdng toi trang x6c nhan cua
NgAn hdng.

+ Budc 2: Khirch hdng duoc di,3u huong toi trang x6c nh6n cua Ngdn hdng dc l6y
tisu ddng y chia sd dir li€u cua khiich hdng th6ng qua API "Xtic nhQn vd ld1, su. eting !

crta khdch hdng" tai mgc 3.1. Tai day, khrich hang thuc hi6n ddng nhap vio h6 th6ng
xdc nh4n cira Ng6n hdng.

+ Bu6c 2.1. He th6ng x6c nhdn cua Ngdn hdng x6c nhan kh6ch hang. Sau khi xdc
nh0n thdnh c6ng, khrich hdng x6c nhrin d6ng j chia se dt liou th6ng qua giao di6n cua
NgAn hdng.

+ Buoc 2.2: H€ th6ng xdc nh6n cua Ngdn hdng chuy6n hucrng kh6ch hdng r,0 ting
dgng cua TPP kem md d6ng y (authorization codej. chiti6t auo. ma ta tai muc 3.I

+ Bucrc 2.3: TPP gti y€u cAu lA1' access_token vd refrcsh token tcri h6 th6ng xzic
nhAn cua Ng6n hang. Chi ti6t duoc md ta tai ApI "Ldy md trq,igp,'tai mgc 3.2.

f*-"--r
lrppr
[:

I
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IJuoc 2.3.1: IIi thong xac nhan cua Ngdn hAng thuc hiqn phan hrri kir qua cho
TPP. TPP su dpng acccss_token d6 thuc hiQn cdc truy r'6n lien quan vd AtS. TPP sil
dUng refresh-token d6 thUc hi€n lirm mrvi access-token khi access_token het h4n thuc
hidn t4iBudc -3.

+ Bu6c 3: Truong hop access-token h6t han. TPP thyc hi6n gei l,€u cAu ldm moi
access_token dqa tr6n refresh_token. Chi tir5t dugc m6 ta tai API "Ldm mbi md lruy
cfup" tai mgc 3.3.

+ Buoc 3.1: H6 th6ng xdc nhfn cua Ngdn hdng thUc hi6n phnn h6i k6t qua cho

TPP.

- Ludng truy v6n th6ng tin tii khoin r,6i access-token duoc ldy o lu6ng IAy

mE truy cap (hinh 2) duqc m6 ta nhu sau:

IPSUI

i

ET

Hinh 3 Lu6ng truy'r'/m th6ng tin tdi khoittt

* Bu6c 4: Khiich hdng gui y6u cAu lAy'danh sdch tdi khodn tr6n img dr,rng cua TPP.

+ Bufc 4.1 : TPP gui y6u cAu 16y danh s6ch tdi khorin tcii hQ th6ng cua N,uAn hiurg

th6ng qua API 'Ld1' danh stich tdi khoan" t4i mqc 3.5.

+ Buuc 4.2: HQ thong cua NgAn hdng phnn h6i krit qud cho TPP.

+ Buoc 4.3: Ung dqng TPP hi6n thi krit qui danh s6ch tdi khorin tr6n giao dicn cho

khach hdng.

N6u kh6ch hing y6u c}u l6y th6ng tin m6t tii khoin thi thgc hiQn tiiip bufc

+ Bu6c 5: Kh6ch hdng gui ydu cAu IAy th6ng tin mQt tiri khoin tr6n ung dung cua

TPP.

+ Bu6c 5.1: TPP gui y€u cAu lAy th6ng tin m6t tdi khodn toi hQ thong cua NgAn

hang th6ng qua API "Ldy thilng tin tdi khodn" tai mgc 3.6.

+ Budc 5.2: 17€, th6ng cira Ng6n hdng phan h6i k6t qua cho TPP.

+ Buoc 5.3: Ung dr;ng TPP hi6n thi ki5t qua th6ng tin tdi khoAn tr6n giao dien cho

kh6,ch hang.

N6u kh6ch hing ,v6u cAu I6y lich sfr giao dich thi thgc hiQn ti6p buric 6:

I Bank Auth . iBank Open
isarver: lAPl

I

-f ------4: account list request-'f 4 1 : /v1/acpounts--- 
---+' 

i

ll,-k ..-..--.-..4.3. response ' "" " L,.""""-"' 42 resoonse-"'
tl
'r-5: account inlormation request--- 5.1: /v1/accounts/iflformatton-' -- --
ill
1.. .. ......--S 3' response I {--..-..-...'.""'-- 5 2 response "'

rl

+l-6:accoUnttransactlonrequeSt_--'r6.1/v1/accounts/transactionS+'! t'
$ . - . .... .O.S: response. . !" 6.2: response'--'
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+ Bu6c 6: Kh6ch hdng gui ycu ciu liv lich su giao drch tren ung dung cr.ra TPP.

+ Bu6c 6.1:]PP gui y'6u cAu 151'lich su'giao dich tcrr hQ thong cua NgAn hdng

th6ng qua API "Liiy tlch sti giao dich" tai muc 3.7.

+ Buoc 6.2: H€ th6ng cta NgAn hdng phan h6i ktit qua cho TPP

+ Buoc 6.3: Ifng dung TPP hi6n thik6t qua th6ng tin lfch su giao dich trdn giao

di6n cho kh6ch hang.

3.1. API X6c nhQn vir 161, sg'tliing f cria kh6ch hhng

app li cation"/x-wu,w-form-urlencoded

X6c dinh t6n mi6n cua mdr, chtr md request
dans sui d6n

- Response;

+ He th6ng x6c nh6n cira Ng6n hdng di6u huong kh6ch hdng vd ung dr,rng cua TPP

Endooint

- Request Header:

- Query Parameter:

response t],pe String M Mdc dinh "code"
client id String M Gi6 tri client id duqc n6u tai Muc I

scope String M Pham vi truy ciip: AIS

redirect uri String M

D.uong dAn dtng cl6 di0u hu6ng khach hdng
v6 ung dqng cua TPP sau khi he th6ng x6c
nhfn cria Ng6n hdng hodn thdnh xiic nh{n
kh6ch hang.

state String M

Giri tri ndy dugc TPP tao ra d€ duy tri trang
th"rii giria request vir respone. duoc su dr;ng
de ngdn ch[n c6c cu6c t6n c6ng trong linh
vgc bdo mAt web (Cross-site request
forgery)

code_challenge String M
code_challenge : BASE64URL-
ENCODE(SH,A256(ASCII( code_r,erifi er)))
Chi ti6t tham kh6o th6m tai RFC 7636

code_challenge

_method
String o

Thuat toan duoc su dung dC

code_challenge.
Mac dinh "5256"

1ao IA

th6ng qua redirect_uri kdm vcyi tham s6 tr6n dudng dAn dugc m6 ta o bang ducri dAy:

,sr;,e,iffiffii
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-Gt. - llttirg _ I v _ [GiA trt state tu request cua TPP. .-,
+ Error Code: Tham chitiu tai muc 7.1 .2. Ma l6i API x6c nh{n vd liy su dong !

cira khdch hdng.

3.2. API L6y mfl trul' c$p

Erdpt,tt f/t"k*
Method POST

- Request Header:

dinh t6n

app licatior/x-www-form-ur lencoded

Basic BASE64(client_id + !('" + client-secret)

- Request body:

- Response Header:

M4c dinh "authorization-code"
Mn dong il ma NgAn hirng dd p cho TPP

th6ng qua lu6ng 16y mi truy crqP.

Drd"g dar dung tl6 di6u hudng kh6ch hdng

tro lqi img dung cua TPP. Gi6 tri.ndy phdi

khop voi gi6 tri redirect-uri di tru1'6n tai API

Xdc nhin vi lA1' su d6ng (' cua khach hdng
String

codc verifier String

- Response body:

+ HTTP STATUS CODE 2OO OK:

muc 3.1.

GiA tri code-verifier duoc su dpng dli t4o ra

code challenge md TPP da truyen tai API X6,c
. ,i r.l

nhan vd l6Ly su dong 1, cua khach hang muc

3.1. Chi titit tham kh6o th6m RFC 7636.

Content-Type Mac dinh "applicationij son"

access token String M Mi truy c4p.

refresh token String M Md ldm m6i.

token_type String M Mac dinh "Bearer"

expires_in I Number M
Gia tri higu lgc cua access-token dd dugc m6

ta t4i Msc t ctoi vol nh6m AIS

--,lEIsf fl .f";;..*.l51,S'$r?.{ff iirE#-:iF$fi.Ftrrtt*iq
: .i . '.'t:- ':i:-, " 

i':,i :"' i : - '" +,,i:ij'-:,i "-:;i r ': '"'. :i
rfrFr5r
'j J:{ }
,iJ..f' r: *j

Authorization String M

Host String o

grant type

code String Y

redirect uri M

M
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-l 
Phar, "i .,f. a.ce.Lrof"n Cia tri nr[ kh;tl
vdi scope tai API Xac nhAn vd li1, sU a,\ng r, i

String
cua kh6ch hdng muc 3.1

* Error Code: Tham chiiSu t4i mqc 7.1 .2. Ma l6i APf f,61, md tru1, cdp.

3.3. API Lirm mrii mi truv cAp

Basic BASE64(client id + ":'' + client sccret)
Xdc dinh t6n mi6n cua m61. chu mii request
dane sti dttn

- Response body:

+ HTTP STATUS CODE 2OO OK:

* Error code: 'fham chi6u tai mltc 1.7.2. Ma l5i API LA1, md truy cdp.

3.4. API Thu h6i mi truy c$p

Endpoint

- Request Header:

Content-Type application/x-www-form- url encodcd

- Request body:

c dinh "refiesh token"
Gi6 tri refresh_token duoc tra v6 tqi muc
API LAv mA

i Phem vi (scope) khong du'oc vut:rt quii
ph4m .r,i (scope) tai API X6c nh6n vd 16y

d6ne .i cua khiich hdns muc 3.1 .

- Response Header:

access token String M Md truv

refresh token String O
M5ldm mdi (M6 ray-O t[6tfr6tgre rri ma IA,"
m6i duoc sinh ra tu lu6ng lAy mE rru1. cAp voi
grant type authorization code)

token_rype String M Mdc dinh ''Bearer"

expires_in Nurnber M Gi6 tri hi6u l\rc cria access token d6 duoc m6 ta
tai MUc 1 d6i vdi nhom AIS

Content-Type String M Mnc dinh "application/json"
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TPP thuc hi6n gqi API ndy khi khrich hring thuc hiQn rut lai su'd6ng 1, tr6n u'ng

dung cua TPP.

_l
/revoke

- Request Header:

dinh t6n

appl ic ation/x-www-form-urlencoded

Basic BASE64(client_id * ":" r client_secret)Authorization

- Request body:

Gi6 tri cua

cAn thu h6i
access_token hoflc refresh_token

Loai token cin thu h6i "access-token" hodc

"refresh token"token_rype_hint I String

- Response:

- H'ITP STATIIS CODE 200 OK vd khong c6 dt 1i6u tra v6. 'l'harn khao chi ti€t

RFC 7009.

* Error code: fham chi6u tai muc 7.1.2. Ma 16i API Liv md truv cip.

3.5. API L6y danh srlch thi khoin

Endpoint iv 1/accounts

Method GEl'
Scope AIS

- Request Header:

Content-Type String M Mac dinh "applicatiorVjson"

Authorization String M

- Authorization dinh dpng: "Bearer +

{access_token}'': theo ti6u chuAn RFC

6150.
- Md access-token duoc c6p theo qu1'

dinh tai muc 4.1 trong RFC 6149
(Authorization Code Grant).

Request-DateTime DateTime M

- Ngdy gio thUc hi6n.
- Dinh dang:yyyy-MM-
ddTlIH:mm:ssZ (UTC DateTime). theo

ti6u chuAn RFC 3339

Content-Type Shing M

String M

Host String o

token Shing M

o
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Requesl-ID
String

t60l
I\4

Mi dinh danh du1' nl,at cho requcst.
thudng cr dinh dane I rI IID

PSLI-JP-Address
String

ls0l
o Dia chi IP cua khrich hring. Gia tli na1'

phii o dang iPr'4 hodc IPr'6.

PSLI-User-Agent
String

[200]
o

Th6ng tin trinh duy€t trong truong hop
kh6ch hdng su dung fng dung web cua
TPP ho{c c6c th6ng tin kh6c trong
trucrng hcrp kh6ch hdng su dqng ung
duns kh6c cua TPP.

PSU-Device-OS
String

[1001
o H6 rlieu hdnh tr6n thirit bi (mdy. tinlvdi

d0ng, .) cua kh6ch hang.

Provider-ID String [8] M Mi dinh danh cua NgAn hdLng duoc qu1'

dinh tai Mpc 1.

,I'PP-ID String
l1 5l

M ME dinh danh cua TPP duoc quy,dinh tai
Muc 1.

Client-ID String
l'501

o Gie tri client_id dugc ndu tai Muc I

- Query parameter: Khdng c6

- Response Header:

Content-

JWS-Sisnature

- Response body:

+ HTTP STATUS CODE 2OO OK:

licationi ison"
y tu request header trongGi6 tri duoc

API cua TPP

chfr i'JWS theo dinh tai Muc I

Request-ID

Request-DateTime Giri tri ducrc lAy tu request header trong
API cfia TPP

ffifr&r
acaounts Arra1, Danh srich tdi khodn

identification
Object M

Th6ng tin tdi khoan cua
kh6ch hdng m0 tai Ngan
hdng.

accountld
String

t34l
M So taikhodn cua klrach hanu

namc String
t70l

M T6n tai khoan cria khdch
hang.

type
String

141
M Loai tdi khodn qu1' dinh

trong ISO 20022.

culTencv String

t3l
M

Loai ti6n tC quy dinh theo
md cua b6 ISO 4211 vcti 3.: .
i(y tu !'let hoa.

'i

String M

String M

DateTime M

String M
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banliCode
String

t8l
M

Mi dinh dar.rh cua NgAn
hang duoc quy dinh tai N,luc

1

additronallnfo Obiect o Thong tin b6 sung (neu co)

* Error Code; 'fham chi6u tai mpc 7.2.1. Dinh dang phan h6i t5i va Z.Z.Z nang
ma lol cnung.

3.6. API Ldy th6ng tin tii khoin

Endpoint /v 1 /accounts/information

Method POST

Scope AIS

- Request Header:

Content-Type String M Mec dinh "application/j son"

Authorization String M

- Authorization dinh d4ng: "Bearer +

{access_token)": theo ti6u chuAn RFC

6750.
- Md access-token cluoc cip theo qui.'

dinh tai muc 4.1 trong RFC 6749
(Authorization Code Grant).

Request-DateTime DateTime M

- Ngny gio thuc hiQn.

- Dinh dang:yDry-MM-
dd l'HH:mm:ssZ (UTC DateTime). theo

tieu chuAn Rf'C 3339.

Request-lD
String
t60l

M
Mn dinh danh duy nhit cho request,

thuong c, dinh dang L]IJID

PStl-IP-Address
Stnng

I50l
o Dia chi IP cua kh6ch hdng. Gi6 tri ndl'

phai o dang IPv4 hoflc lPr'6.

PSU-User-Agent
String

[200]
o

Th6ng tin trinh du1'6t trong truong hqp

khSch hing su dung img dpng web cua

TPP hoac cric th6ng tin kh6c trong
truong hqp khdch hang su dgng fng
duns kh6c cua TPP.

PSU-Device-OS
String

[1001
o HC di€u hanh tr6n thi6t bi (m6y tinhidi

dQng,... ) cua kh6ch hdng.

Provider-ID String [8] M
Me dinh danh cria NgAn hdng duoc quy

dinh tai Muc 1.

TPP-ID
String

ttsl
M Md dinh danh cira TPP dugc quy dtnh tai

Muc 1.

Client-ID
String
t50l

o Gi6 tri client_id dugc n€u tai Muc I

JWS-Signature String M Cht ki JWS theo quy dinh tai Muc 1

- Request Body:

:.
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"'*J\.
"i.**

accountld String [341 M 56 tdi khodn cua kh6ch hhng.

- Response Header:

Content-Type String M Mac clinh "appiication/json"

Request-ID String M Gi6 tri dugc ldy tu request hcader trong
API cua TPP

Request-DateTime DateTime M Gi6 tri duoc l6y tu request header trong
API cta TPP

fWS-Signature String M Ch[ ki JWS theo quy d$h t4i Muc I

- Response Body:

+ HTTP STATUS CODE 2OO OK:

identification Object M
Th6ng lin s6 tAi

khodn cua kh6ch
hdng

accountld String [34] M 56 tai khoan cua
kJr6ch han.q

name String [70] N4
TCn tAi khoan cua
kh6ch hang.

type String [4] M
Loai tdi khoan qu1,

dph trong ISO
20022.

curTencv String [3] M

Loaiti6n tQ quy'dinh
theo rnd cua b6 ISO

.l
42 I I vor J 1\\, trr vret

hoa

bankCode String [8] N,I

Ma dinh danh cua
NgAn hdng dugc qu1,

dinh tai Mgc I cua
Phu luc.

creationDate Datetime M

- Ngdl'tao tirikhodn.
- Dinh dang: 1'y,1,r.'-

MM-
ddTIfH:mm:ssZ
(UTC DateTime),
theo ti€u chudn RFC
3339.

balances Array NI
Th6ng tin r'6 chi tr6t
s6 du

amount Object NI
Thong tin v6
khd dung

SO du

, ::t . , ;;i' 'ii;- 
' ?$r11J'J,: +i.,

,-., i:,-, "1:iti.He*l**k
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* Error Code: Tham chi6u taimuc 7.2.1. Dinh dang phAn h6i l6i va 2.2.2 eang

ma lSichung.

3.7. API LAy lich sir giao dich

- Khoang thoi gian cho phdp truy vin lfch su giao dich tuy thuQc rdo quy'dinh
cria Ng6n hirng.

Endnoint iv 1 iaccounts/transactions

Method POST

t"ffi it$

iS$t'*fr,r i

value Number M
56 du khd dqng tr€n
tdi khoan cta khich
hdng

curTerlcy String [3] o

Loai ti6n tQ qul,dinh
theo md cria b6 ISO
4217 t'oi 3 h.i ru r,i6t
hoa.

datcTime DateTime M

- Ngdy gio hQ th6ng
thgc hi6n.
- Dinh d4ng: yyyy-
MM-
ddTHH:mm:ssZ
(UTC DateTime),
theo ti€u chuAn RFC
3339.

additionallnfo Object O
Th6ng tin bo sung
( neu c6)

- Request Header:

Content-Type String M Mdc dinh "application/i son"

Authorization String M

- Authorization dtnh d4ng: "Bearcr +

{access_token}": theo ti6u chuAn RFC
6150.
- Mi access_token duoc cap theo qu1'

dinh tai mqc 4.1 trong RIC 6749
(Authorization Code Grant).

Request-DateTime DateTime M

- Ngdy gio thuc hiQn.

- Dinh dang:)yyy-MM-
ddTHH:mm:ssZ (UTC Date'l'ime).
theo ti6u chuAn RFC 3339.

Request-ID
String
I60l

M
Ma dinh danh duy nhat cho request.
thucrns <v dinh danc UUID.

PSU-IP-Address
String
ls0l

o Dia chi IP cua kh6ch hdng. Gid tri nA;'

phdi cr dang Ipv4 holc lpv6.

ffiHffi$ f,Bl&{
hfrdei

AIS

-,, \ , ).\
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PSII-Uscr-Agent
String

[200]
o

Th6ng tin trinh du1'et trong tru'ilrg hcrp

kh6ch hdng su dqng img dung web cua

TPP hodc o6c th6ng tin khdc trong
trudng hcrp kh6ch hdng su dung trng
duns kh6c cua TPP.

PSU-Device-OS
String
1.1 001

o H€ di6u hdnh tr6n thiet bi (mriy tinh/di
a0ry..1eq k!4"h hang.

Provider-ID String [8] M
Me dinh danh cua Ngdn hing ducrc qu1,

clinh tai Muc 1.

TPP-ID
String

ll5l
M Ma dinh danh cua TPP dugc quy dinh

tai Muo 1.

Client-ID
String

ts0l
U Gid tri client id duoc n€u tai Muc 1.

JWS-Signaturc String M Chf kti JWS theo quy drnh tai Muc 1

18

._, l

I JWS theo uv di tai Muc 1

- Response Body:

+ HTTP STAIUS CODE 2OO OK:

- Request Body:

tdi khoAn cua khdch

DateTime
- Thoi gian giao dich tu ngdy.
- Dinh dang : y1'1y-MM-ddTHH :mm.ssZ

C DateTime). theo ti6u chuAn RIrC 3339.

DateTimetoDate
- Thoi gian giao dich d€n ngay.
- Dinh dang: y-vyy-MM-ddTlII{ :mm. ssZ

C DateTime), theo ti6u chudn RFC 3339.

X6c dinh s6 trang duoc 1,6uXac dinh so trang duoc 1,6u cAu. Cdc tran-e
duoc diinh sO tu t. NOu tham sfi khong duoc
chi dinh. API sE trd vd trang s6 1.

Xric dinh so lugng ban ghi trdn m6t trang. N
tham s6 kh6ng duoc chi dinh. API sE tra ve
todn bo c6c bAn ghi thoa m6n y6u cAu.

- Response Header:

lication/ison"

Request-lD

Request-DateTime

Gi6 tri dugc 16y tri request header trong
API cua TPP

Gr6 t r. d"-r.. tty tt .equert he"der ffo"g
API cua TPP

:]> ! I i1,iii! - t .l

,, r' .,r., :rl.-:-rt-'Ji!ti.i.i'i'rflfiiY+'i
. ".:1.rl'rc$ll. !J l ffiffi

Content-Type Strhe M

String M

DateTime M

JWS-Signatwe String M

' frlr
4

-iL-i!
[*-',s$,rfu
. 1 r+'!il?.t;{'V

t'
!i

11,

pageCount Number M T6ng s6 trang
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pageNumb
er

Number M Trang hrQn tai

nextPage Number () Trang ti€p theo

pageSize Numbcr M 56 bin ghi tr6n
mot trang

totaiCount Number o
T6ng s6 ban ghi
trCn tal cd cAc

trang

transaction
s

Anay M
Danh s6ch

li0u vd lich
eiao dich

dt
su

amount Object M
Th6ns tin s6 ti6n
giao dich

'n'alue Number M So tiCn giao dich

currencv String [3] M

Loai ti€n tQ qu:,
dinh theo mi cia
b0 ISO 42.11 tot
3 ky tU vi6t hoa

balanc
ES

Object M Th6ng 1in s6 du

value Number N4
Sd du o thoi
di6m giao dich

curTency String [3] M

Loai ti6n tQ qu1'

dinh theo mE cua

bO ISO 4217 v1i
3 kv tu vi6t hoa

creditD
ebitlnd
icator

String [4] M

- CRDT (Credit)
ntiu ld s5 du'ghi
c6
- DBIT (Debit)
n6u ld s6 du ghi
NC'

reversa
llndica
tor

boolean o

Chi ra mQt giao
dich di bi d6o

nguoc hoac huj'
bo. C6 th6 bao:.gom cac gtao

dich bi hoiin ti6n.
bi huy bo.

valueD
ate

DateTime M

- Thdi gian giao

dich.
- Dinh dang.

vyvv-MM-
ddTHH:mm:ssZ
(UTC

ffiffi ffi-S ti ;Tii1hl": :,li Ji T,II I; ;l, i ii:#l'Sil
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DaleTirne). theo
tieu chu.in RFC
JJJ'.'.

referen
ces

Object M
Th6ng tin rni
dinh danh giao
dich

instructi
onldenti
fication

String [70] M
Ma dinh danh. ,: .duv nhat cho!
rn6i eiao dich

related
Parlies

Objecl o Th6ng tin Cui
nhAn

debtor Object O
Th6ng tin b€n
chuv6n ti6n

name String [140] o T€n cua b6n
, i .;,

cnuven tren

ban-[<Code String [8] O

Ma dinh danh
crla Ngdn hang
cira b6n chuyCn
duoc quv dinh
tai Muc I

accountld String [-341 o Sti tai khorin.

creditor Object O
Th6ng tin b6n
nh6n

nam9 String [1a0] o T6n cua b6n
nhan

bankCode String [8] o

Ma dinh danh
cua Ng6n hdng
cua bin nl.rdn

duoc quy dinh
tai \{uc 1

accountld String [34] o 56 tdi khodn cua
bdn nhdn

additio
nalTra
nsactio
nlnfor
mation

String [255] M NQi dung grao
dich

additio
nallnfo Object o Thong tin b6

sung (n6u c6)

* Error Code: Tham chi6u tai muc 7.2.1. Dinh d4ng phan hoi t6i va Z.Z.: eang
mE l6i chung.

4. Cic Open API kh&i tgo thanh to{n (tli6m c khoin I Didu 6)

Chi 6p dung v6i c6c l6nh thanh to6n md kh6ch hdng cht dQng thgc hi6n rr€n ring dung
cta TPP.

s
iL
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- I-uong tridn khai c6c API khoi tao thanh toiln:

rliPSUItt'__-__,
I

I

I

I

I

I

I

1 lml oevmofl h------..--------+r-
| 

-2 

POST floken (Cllent credentials!--__+ '

I

L"' '-' ' '- "' - "' 21 ResDonse access lokt"

Ear{tAuSt
Server

--3 PoST /v1/pa1,meftts,.- ,_ - _r_j..r ri_ ,
--- '.. -...31 Response paynentld, cons€ntstetus- .

,( I 'l Clnfirm paymrnt

412 auttenirale urrr
{rdhrn lo prylttenl rGgLdrtonsl

4 2 1 vcnly auhorzaton code

Bank Open
API

i:
t._.

oEJC,lP,Eo FLaB

-t_' l+t t' contirm oryment

'r-J

PoST to1iqcl consefll \ryih paymen
. . .. -. -.. 41 1 Response

.--.l 412 auih.nlr.rh us.r

{ -l (adh.rc lo paFncni rcaut.tonll

POST /v 1tupdal+consent [,rlh consenid crnsentstatus-
-- -- -121 Response - -- r , '

I

I

I

I

I

I

I

I

t

I

!
I

t

I

l.-
I

REDTREci lLofl
PoSt tu1/paymentslsubmit--- --*-.--*-. -..-- .- - ---*- |

A 1 O..nln.d

--.- -- -------l Response- .-.-. -.-- . ---..1

Hinh 1. Luing triAn khai cdc API thanh todn (PIS)

- MA te chi ti6t lu6ng:

+ Budc 1: KhSch hdng thuc hi6n y6u cAu thanh to6n ften fng dung cta TPP.

+ Buoc 2:TPP thgc hi6n y6u cAu Hy access-token theo ti6u chudn OAuth2.O v6i
grant_type ld client_credentials (Chi ti.5t dugc m6 tA tai msc 4.4 trongRFc 6749).

DECOUPLEg F:OW

- -- 

-|'
opi -l GET iYllpayments/slatu+

-it 
- - "' 5'Response - " :,

-*1.,- iaulhorue w h patrnentld- --- *- -- - -)
tl
tl
tl
tI
t 1.".'-' '-"'--"--- ' 4 I 3 Response authorEalon code--

t-
| _12 PoST ttoken wrth authorEalon code__-_,
L- - ... -- . 422 Response access loken ,

r'*- *.-,IIPP:
l,_____.r

;

PoST /Vl/payments/submd $,th consenlld
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+ Bur'yc 2.I He th6ng r6c nhAn cria Ngan hAng krdnr tra th6ng tin tt'orrg y eu cau r a

phan h6r cho TPP access-tokcn.

+ Bu6c 3: TPP thuc hi6n gui 1'6u cAu khrvi t4o thanh to6n toi NgAn hAng th6ng qua

APl "KhAi Qo thanh todn" lai muc 4.1.

+ Bu6c 3.1 . H9 th6ng cua NgAn hirng thgc hign ki6m tra c6c th6ng tin tu y'6u cAu

cia TPP. Khi c6c th6ng tinhqp 16, hQ th6ng cua Ngan hdng trir v6 cho TPP m6t mi giao

dich dry nh6t (paymentld), tr4ng th6i consentStatus co ei6 tri 1A

..AWAIII]NG-AUTH".

Vfi ludng redirect (cic bu'ric tn'4 il5n 5.1):

+ Ruoc 4: Sau khi TPP nhAn dugc paymentld. TPP di6u hucmg kh6ch hdng tdi
trang xic nhAn cua NgAn hdng d6 thuc hign xac nh4n thanh toan.

+ Bu6c 4.1: Kh6ch hdng thgc hi6n ddng nhap. Chi ti6t duoc m6 ta tai APl "Xdc

nhQn khdch hdng" t4i mgc 4.2.

+ Bu6c 4.1.1. Kh6ch hirng x6c nhfn th6ng tin thanh toiln trCn giao dign cua NgAn

hdng.

+ Bu<ic 4.1 .2.Khdch h2rng xdc nhin thanh to6n theo c6c phuong thuc xiic nhAn cua

NgAn hdng hao ddm rudn thu quy <linh cua phap luAt.

+ Buoc 4.1.3: He th6ng.r6c nh{n cua NgAn hirng chut'6n hucrng khdch hing vi
irng dung cua TPP kdm md d6ng y (authorization code).

+ Bu'oc 4.2: TPP gui y6u cAu lAy access-token tdi hQ th6ng x6c nhAn cua NgAn

hdng. Chi ti6t duoc m6 td tai API ^Liiy ntii truy cQp" tai mgc 4.3

* Buoc 4.2.1 : H6 th6ng x6c nh4n cua NgAn hAng thqc hi€n ki6m tra c6c th6ng tin
- .;. ^ ).mi dong y lu ydu cdu cua TPP.

+ Budc 4.2.2:H|th6ng xac nh{n cua NgAn hdng thuc hi6n ph6n htii access-token
cho TPP.

+ Bucvc 5: TPP thuc hien gui y6u cAu x6c nh6n thanh to6n toi Ngan hdng th6ng qua

API "Xtic nhSn thanh todn" tai mgc 4.5.

+ Buoc 5.1. NgAn hdng phdn h6i ktit qui thanh todn.

Voi ludng decoupled (c6c bufc tit 4' tl6n 5.1'):

+ Budc 4': Tuy theo thi6t k6 ung dqng cia TPP vd HQ th6ng cua Ngdn hdng mA

H€ th6ng x6c nhfn cua Ngdn hang thqc hiQn hodc kh6ng thgc hiQn gui thdng bdo t6i
khich hdng c6 mQt thanh toan cAn dugc x6c nhAn.

+ Buoc 4.I ': Kh6ch hdng tru.v cfp ung dqng cria NgAn hdng.

+ Burvc 4.1.1': Khdch hdng xdc nhan thong tin thanh todn tr6n giao diQn cua NgAn

hdng.

+ Bu6c 4.1 .2' : Khich hdng x6c nhan thanh to6n theo c6c phucrng thuc x6c nhfln

do Ngdn hdng quy dinh vd bao dAm tu6n thu quy dinh cia ph6p luft.

+ Budc 4.2':HQ th6ng cua NgAn hdng grii yeu cAu cqp nhqt tr4ng th6i x6c nhAn

thanh to6n cua kh6ch hdng t6i TPP th6ng quaAPl "CQp nhQt trgng thtii xtic nhQn thanh
tudn crta khtich hdng ludng decoupled" tai mgc 4.4.
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+ Bucrc 4.2. i ': TPP nhAn duoc trang th6i xric nhAn thanh to6n cua kh6ch hang r d

phdn h6i klit quA lai cho h6 th6ng cira Ngan hdng. chi ti6t t4i mgc 4.4.

+ Buoc 4.3': Trong truong hop TPP khong nhAn ducrc trang thdi x6c nhin thanh
toiin cua kh6ch hdng th6ng qua API "CQp nhQt trgng thdi -rtic nh\n thanh todn c.ila
khtich hdng luing decoupled" tai mgc 4.-1 tu h€ th6ng cta NgAn hang thi TPP co the
gui yeu ciu l6y trang thdi xdc nh6n thanh todn cua khdclr hdng roi hQ thong cua Ngiin
hdng th6ng qua API "Lfry' trgng thrii xtic nhQn thanh todn cia khdch hdng ta6ng
Decoupled't4i mgc 4.7.

+ Burvc 4.3.1': H€ th6ng cira NgAn hang nh4n duc-tc y6u ciu va phan htii ket qua
lai cho TPP.

+ Bu6c 5': TPP thUc hien gui ydu cAu x6c nhanthanhtodn toi NgAn hang th6ng
qua API "Xdc nhQn thanh todn" kdm th6ng tin consentld tai mgc 4.5.

+ Bu6c 5.1': H0 th6ng cua NgAn hirng nhAn dugc y6u cAu va phAn trOl t6t qud lqi
cho TPR chi titlt t4i mgc 4.5.

- Bu6c 6: Trong truong hqp TPP kh6ng nhAn duoc phan h6i ket quA hach to6n tu
NgAn hdng, TPP gti y6u cAu lAy tr4ng th6i giao dich t6i hQ th6ng cua Ngan hing thong
qua API "Ldy tgng thtii giao d!ch'' tai mgc 4.6.

+ Budc 6.1: HC th6ng cua Ngdn hdng nhin dugc yCu c6u va phAn trOl tdt quA lai
cho TPP.

+ Bu6c 7: TPP hi6n thi k6t qua thanh toan cho kh6ch hdng.

4.1. API Khoi t4o thanh to6n

Endpoint
Method

- Request Header:

Content-T1pe String M Mdc <linh "application/json"

Authorization String M

- Authorization dlnh dang: "Bearer"+

{access token}": theo ti6u chuAn

RFC 6750
- Mi access_token duoc c6p theo quv

dinh tai muc 4.4 trong RFC 6719 (vtt\
grant type iir client credentials).

Request-DateTime DateTime M

- Ngdy gid thqc hi6n.
- Dlnh d4ng: ylyy-MM-
ddTHH:mm: ssZ (UTC DateTime).
theo ti€u chuAn RFC 3339.

Request-ID String [60] M Me dinh danh duy nhAt cho request,
thuong d dinh dang LIUID

PSll-IP-Address String [50] o Dia chi IP cua kh6ch hdng. Gia tri ndy
pherQ leqe ll''1 r,gq.IIyq-

PSU-User-Agent String [200] o Th6ng tin trinh du;,et trong truong
hqp kh6ch hirng su dung ung dung
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t.,
I i,. .". tturtu{iil l;#rrt lili-x ir- " ''IIl[iR:itlri6ra',''*,.itffwNq

web cua TPP hoac cdc th6ng tin khac
trong trucrng hqp khach hdng su dung
irng dung khac cua'I'PP.

PSll-Device-OS String [100] o HC di6u hanh tr6n thi6t bi (nia),

tinhidi d6ng.. . . ) cua khd,ch hang.

Provider-ID String [81 M
Ma dinh danh cua Ng6n lidng ducrc
quv dinh tai Muc 1.

TPP-ID Strine [15] M Ma dinh danh cria TPP ductc quy dinh
tai Muc 1.

Client-ID Strine [50] o Gi6 tri client id duqc n6u tai Muc 1

JWS-Si Stri M Cht ki JWS theo qu.v dinh tai Muc 1

- Request Body:

instructionldentifi cation
String

t50l
M

Md giao dich do TPP khoi
tao

debtor Object C

Th6ng tin nguoi thgc hi6n
thanh to6n. khong bit bu6c
trong tru'ong hqlp thanh
to6n voi dich vu C'6ng

thanh to6n

name
Strrng

t70l
C

T6n tdi kho6n cua nguiri
thuc hien thanh todn

accountld
String
134l

C
56 tai khoan cua ngutri
thuc hi€n thanh to6n

bankCode String [8] C

Mi dinh danh cua NgAn
hdng cira nguoi thuc hiQn

thanh todn dugc quy, dinh
t4i Msc 1.

re mittanc elnformation
String

l2ssl
M N6i dung giao dich

instructedAmount Obiect M Th6ng tin sd ti6n giao dich
valuc Number M 56 ti6n grao dich

culTencv String [3] M
Loai ti6n te qu1' dinh theo
mi cua b6 ISO 4217 v<\ 3

k1i tu vi6t hoa.

requestedExecutionDate DateTime M

- Ngd>,thuc hien giao
dich.
- Dlnh dang: )'y)'y-MM-
ddI'FIH:nrm:ssZ (UTC
DateTime). theo ti6u
chuAn RFC 3339.

additionallnfo Object o Th6ng tin b6 sung (n€u c6)

- Response Header:

' '. -1{ ltr4i'irt--r,rrL.!:qilo

.- lttdi ill..i . .! .._,r sJff:;'

DELL
Textbox



25

ffiff ffi iffilS. iiitfri " i,: o i,,,' t
Content-Type String M Mnc dinh "appl icat ionijson''

Request-ID String M
Gi6 tri dugc 161' tu requcst header trong
API cta TPP

Request-DateTime String M
Gi6 tri dugc ldy tir request header trong
API cta TPP

JWS-Signature String M Chir ki JWS theo quy dinh t4i Mqc I

- Response Body:

+ HTTP STATUS CODE 2OO OK:

md l5i chung.

4.2. API Xdc nh$n khfch hing ludng Redirect

response'

Pham vi truy cAp: PIS

Dudng dAn ding dC di6u hu6ng kh6ch hdng
ve ung dgng cua TPP sau khi hQ thOng xac

nhQn cua NgAn hang hoan thanh x6c nh{n

Md giao dich duy nhat do Ng6n hdng
paymentld String [35]

Md tr4ng thai cua giao dich. Theo ti6u
chu6n cira ISO 20022.String [4]

- Thsi di€m cfp nhat tr4ng thai.
- Dinh d4ng: y)ryy-MM-
ddTHH: mm :ssZ (UTC DateTime ), ti.rco

tieu chuAn RFC 3339.

statusDateTime

Mic dinh: "AWAITTING AUTH''consentStafus

* Error Code: Tham chi6u tai m1c 7.2.1. Dinh d4ng phdn h6i l6i vd 7.2 2 Bang

Endooint
GET

- Request Headcr:

app licat ion/x-w."1'lv-form- urlenco dedContent-T,vpe

Xric
danr

dinh
eui

t6n mi
d6n

cua m6y chu md request

- Query Parameter:

Gi6 tri mec dinh "code id token"

Gi6 tri client id duoc n6u tai Muc 1.client id

kh6ch hane.

/pe String M
String M

scope Strine M

redirect uri String M
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Gi6 tri nay duoc TPP tao ra de du1, tri trang
thai giita request vd respone, dugc su dung
dC ngdn chln c6c cuQc tAn c6ng trong linh
vqc bdo mAt wcb (Cross-site request
fo

code_challenge
code_challenge : BASE64URL-
ENCODE(SHA256(ASCII( code verifi er) ))
Chi ti6t tham kh6o th6m tai RIC 7636

Json Web Token (JWT).
Su drpg gi6 tri paymentld nhAn ducrc tirAPl
khoi tao thanh todn mqc .1.1 dua vdo claim
trong payload.
ChuSi th6ng tin JWT bao gdnr:
+ JOSE Header - theo J\I'T trong RFC
7519. JWS trong RFC 7515. Thu6t to6n
trong header "alg" theo muc 3.1 trong RFC
7518,
+ payload
+si - JWS tron RIC 7515

- Response:

+ Hd th6ng x6c nhAn cua NgAn hang di6u huong khdch hing vd ring dr,rng cua tpp
th6ng qua redirect_uri kdm v6i gia tri o bang dudi dd1,:

Json Web Token (JWT).
Su dgng gid tripaymentld nhdn dugc ru 

1

API k}oi tao thanh to6n muc 4.1 dua

id token String

* Error Code: Tham chi6u tai muc 7.1 .2. Ma l5i API LAy, m6 truy cdp.

4.3. API Liy mn truy cgp lu6ng Redircct

viro trong payload.
- Chu6i th6ng tin JWT bao gom:
+ JOSE Header - thco Jtr'T trong RIiC
7519, JWS trong RFC 7515. Thurit to6n
trong header "alg'' theo muc 3.1 trong
RFC 7518:
+ payload;
* signature - thco JWS trong
RFC7515.

code_challenge
method

Thudt to6n duqc su dqng d6 tao ra
code_cha11enge.

Mac dinh "S256"

String

Gi6 tri state ru st cia TPP.

" +'I+-:.]l $rr"-..d' i'' {-, iI'
; ',j.i; i'i::*,\ 

sii 
; 
i*,X";1ffi:tiIi llr: i +*f .ji * ;*

code String M ME d6ng y'

state Shins M

o
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Request-ID String M Giri tri ducrc lA1, tu rcquest header
trong API cua TPP
Gia lri duoc 161, tu requesr hcadcr

@
Chir ky J\\/S theo qr;,d[h ta, Us. t

Request-Datef ime String M

JWS-Sisnature String M

- Response Body:

+ HTTP STAIUS CODE 2OO OK:

* Error Code: Theo quy dinh cua Tpp.

4.5. API X{c nhin thanh to6n

ments/submit

Authorization String

lication/ison"
dinh dang: "Bcarcr *
: theo ti6u chuan RFC

- Authorization
Iaccess_token ) 

"
6150.
- Doi voi Redirect F-low: Ma
access_token duoc c6p theo quy dinh
tai muc 4.1 trong R-FC 6749
(Authorization Code Grant).
- D6i voi Decoupled florrn,: Me
access_token duoc c6p theo quy dinh
tai muc 4.4 trong RFC 6749 (vcri

ld client credentials

H6 di6u hanh tr6n thi

Th6ng tin trinh duyQt trong truong ho. p
kh6ch hdng su dung ung dung web cui
TPP hodc cdc th6ng tin kh6c trong 

]

truc/ng hop kh6ch hdng su dung rlmg
dung kh.ic cua 'IPP. 

i

- Request Header:

Content-

Request-DateTime I DateTime

- Ngdy gio rhgc hr6n.

M ] -.Dlnhdang: yy1,y-MM-
ddTHIJ:mm:ssZ (UTC DateTime ).
theo trdu chuAn RFC 3339.

String [60]
Ma dinh danh duy nhAt cho ."qr"rq
thuong o dinh dans UUID

PSU-IP-Address String [50]
Dia chi lP cira kh6ch nang-i,i tri"ai
phdi o dang IPv4 hodc Ipv6.

PSU-User-Agcnt String

[200]

PSU-Device-OS
d cua khiich

bf (m6y.tinh/di 
1

M

."' : Y}VSI

irh "Stl"..rr"
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Ma dinh danh cua NgAn hAng duoc qul'
Provider-lD

- Response Header:

I fWS-Signature L 

-- Response BodY:

+ HTTP STATUS CODE 2OO OK:

@quvdtnh
tai Muc l.
Gi6 tri client-id dugc n6u tai Mqc 1.

Chir ki JWS theo quY dlnh tai Muc 1

Mdc i nh "aool icatior"Ji son''

trj dugc IAy tu tequest header

lql.qq ljl
tri dugc li; tu request

API cua TPP

Gi6
tror
Gia
tror

header

i JWS theo qul'dinh iMuc 1

String [15]

String [50]Client-ID

JWS-Signature

- Request BodY:

M6 giao dich duy nhAt do Ngdn hang cung cdp

cho TPP trong API khoi tao thanh to6n muc 4 1paymentld

Grd t.i do Ngdn hang sinh ra sau khi x6c nhan

thdntr cong tr€n LTng dgng cua Ngan hang trong

lu6ns Decoupled.

Request-ID Strlng

Request-DateTime

Va giao dich duy nhAt do Ngan hang cung cdp

cho TPP trong API khcri t4o thanh to6n mqc
pay'mentld

fr4a t-+ng th6i cua giao dich. Theo ti6u churin

cira ISO 20022.String [4]

- Thoi di6m cap nhat tr4ng th6i.

- Dinh dang: YYYY-MM-ddTHH.:mm:ssZ
(UTC DateTime), theo ti€r.h,qq! 3I! 3111

DateTimestatusDateTime

f Error code: Tham chi6u tai mgc 7.2.1 . Dinh dang ph6n h6i toi va z.z.z nang

mi 16i chung.

4.6. API LAy trqng thii giao dich

/v 1 /payments/status

r, 1-

Endpoint
Method
Scope
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- Request Header:

ffi&Hffi!#fffr
Content-Type String M "anolication/ison "

Authorization String

i - Authorization dinh d4ng: "Bearer *
{access_token}": theo tieu chudn RfC
6750.

M
- Md access_token duoc cip theo quy
dinh tai mu.c 4.4 trong RFC 6149tt,cti
grant type ld client credentials)

Request-DateTime DateTime M

- Ngiy gio thuc hicn.
- Dinh dang:yyly-MM-
ddTHH:mm:ssZ ( UTC DateTime ),

theo ti6u ctruAn Rl'C :::9.
Request-ID String [60] M Md dinh danh du1, nhdt cho requcst.

thuons o dinh dans UUID.

PSU-IP-Address String [50] o Dia chi IP cira kh6ch hdng. Gi6 tri ndy
ph6i o dang IPv4 hoac IPv6.

PSU-User-Agent
String

[200]
o

Thong tin trinh du1,et trong truong hop
khach hdng su dpng irng dung u,eb cua
TPP hodc cdc thong tin khac trong
truong hqp khdch hang su dpng fng
duns kh6c cira TPP.

slring
PSU-Der ice-OS 't 

I 001
o HQ di6u hanh tr6n thiet bi (mdy tinh/di

d6ns.... ) cua khrich hdns.

Provider-ID String [8] M Ma dinh danh cria Ng6n hdng dugc quy
dinh tai Muc l.

TPP-ID String [151
r\.,r Md dinh danh cua TPP duoc qul dinhrvr 

tai Muc l.
Client-ID String [50] O GiA tri client_id duqc n€u tai Muc 1.

JWS-Signature String M Chfr ky JWS theo qul,dinh tai Muc I

- Request Body':

- Response Header:

lication/ison''
Gia tri duqc 16;, tu request header trong API

Request-DateTime Gi6 tri du<yc lAy tt request header trong API

Cht ki'JWS theo

ffi ,ft*;iutt.-t'tt'

paymentld String

13st
M Md giao dich duy nh6t do Ng6n hdng cung c6p cho

TPP trong API khoi tao thanh todn muc 4.1.
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- Responsc Body:

+ H'TTP STATUS CODE 2OO OK:

md l6i

4.7. LPlL6y tr4ng th6i xric nhfn thanh toin cria kh6ch hhng ludng
Decoupled

TPP gqi API niry cua Ng6n hirng A,i t6y ve trqng th6i x6c nhAn thanh todn cua khdch

hdng cg th6 nhu sau:

Mi giao dich duy nhAt do NgAn hdng cung

cAp cho TPP trong API khcri t4o thanh todn

Md trang thrii cira giao dich. Theo ti€u ch

cia ISO 20022.
String [4]

- Thoi di€m c6p nhQt trang fi6i.
- Dinh d4ng: i.yyi.'-MM-ddTIlH:mm :ssZ
(UTC DateTime), theo ti6u chuAn RFC
3339.

DateTimestatusDateTime

* Error Code: Tham chii5u tai muc 7.2.1. Dinh d4ng phdn h6i 16i vd Z.:.2 eang

Endpoint /v 1/get-consent

Method POST

Scope PIS

- Request Header:

Content-Type String M Mac dinh "application/json"

Authorization String M

- Authorization dinh d4ng: "Bearer +

{access_token}": theo ti6u chuAn RIC
6150.
- ME access-token duoc c6p theo quy
dinh t?i mpc 4.4 trong RFC 6149(vcti
grant f,vpe ld client credentials).

Request-DateTime DateTime M

- Ngiy gio thqc hiQn.

- Dinh dang:yyyy-MM-
ddTHH:mm:ssZ (LITC Date I'ime).
theo ti6u chuAn RFC 3339.

Request-ID String [60] M
Ma dinh danh duy nhAt cho request.

thuong o dinh dang LTLIID

PSU-lP-Address String [50] o Dia chi IP cia khdch hang. Gi6 tri r-ray

ph6i o dang IPv4 ho6c IPv6.

PSU-User-Agent
String

[200]
o

Th6ng tin trinh duyQt trong truong hgp
kh6ch hang su dung img dung web cua

TPP hoac c6c th6ng tin kh6c trong
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SrM
trudng hgp kh6ch hdng su dung img
dung kh6c cta TPP.

PSU-Device-OS
String

[100]

H0 di6u hirnh tr6n thi6t bi (mdy tinUdiu 
dQng. ..) cua khach hang.

Provider-ID String [8] M
Ma dinh danh cira Ng6n hang dugc quy
dinh tai Muc 1.

TPP-ID String [15]
Md dinh danh cua TPP duoc qu1, dlnhM 
tai Muc l.

Client-ID String [50] o Gi6 tri client id duoc n6u tai Muc 1

JWS-Signature String M Cht ki JWS theo quy dinh tai Muc l.

- Request Body:

- Response Header:

lication/ison"
Gi6 tri duoc l6y tu request header
trons API cua TPP

Request-DateTime
Gi6 tri duoc l6y tir request header
trons API cta TPP
Cht k\i JWS theo

- Response Body:

+ HTTP STATUS CODE 2OO OK:

Md giao dich duy nhdt do Ngdn hdng cung
cho TPP trong API khoi tao thanh to6n muc 4. 1.

Gi6 tri do Ng6n hdng sinh ra sau khi x6c nh4n
thinh c6ng tr€n Ung dung cria Ngdn hang trong
lu6ns Decouoled.

consentStatus
Shing

[20]

Nhdn m6t trong c6c gi6 tri sau:
- "AUTHORISED" khi kh6ch hdng x6c nhAn
thdnh c6ng.
- "REJECTED" khi kh6ch hAng xdc nhdn sai quy
dinh cua NgSn hang.
- "CANCEL" khi kh6ch hdng kh6ng x6c nh6n

Thdi gian hi6u lqc cua consentld quy dinh tai MUc
1.

! F'ffiffi,{

I 'i
I :t *}t.",8:-tT ..r.F rr.r a!\ t:lt :; i, !'..f. .:i..'4.,.. . ' l-.. . r.r
..r:,:,t,i" l' .. .- j

rrlr'. 'r' I '- .i.";,ni'

paymentld String

t3s1
M ME giao dich duy nh6t do Ngan hdng cung cAp

cho TPP trong API khdi tao thanh to6n mqc 4.1.

:, -?

lfq''T-_*i

Content-Type Strine M

Request-ID String M

String M

JWS-Signature Strins M

paymentld
String
t3st

M

consentld
String

t36l
M

M

expireln Number M
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* Error Code: Tham chi6u taimgc 7.2.1. Dinh dqng phan hoi 16i ra Z.Z.Z nang
md l6i

5. Cic Open API Nqp ti6n vho vi diQn tfr (tli6m c khoin 1 Di6u 6)

- Lu6ng trit-An khai cdc API Nap tien vdo vi dign tir (sau ddy' ggi ld nqp vi di6n tu)
sau khi khrich hdng thgc hi6n li6n kiit vi di6n tu theo quy' dinh. Khrlch hdng thlrc hiQn

nap vi dign tu tu tdi khoan 1i6n ki5t trdn tmg dUng cua TPP.

iBankAuth
: SerYEr
I

l
1 Selecl Too 2 POST,token (Cltent credentabl------------*

-.-..'-."-'21 Response access token --" .. " -----''

POST /v1 /cash-r+----+

-' '*' - 42- POST fu1/venfo-otp-cash-tn--_*--'---'--------

Bank Open

API

I

,- . ." '-'4 1

!

I

I

421
-- Verfy

tlECOUFtg8 F_0w

2' POST /vl lupdate{onsent-casF tn---. '

...7 Response. l

Ifinh 5. Lu6ng nap vi di€n t* (EWLTS)

- M6 ta chi ti6t ludng:

+ Budc 1: Sau khi dang nh{p v2ro img dpng cua TPP, kh6ch hdng thuc hiQn 1'€u

cAu n4p vi diqn tu.

I

t

I

I

I

I

I

I

I

I

I{ ..

41 1 Coniifln
. Authenticate and authonse Decoupled+ | paymerl

t {-J---l 4 1 2' authenlcale usrr
r ! .-l (adhere lo palment

r I reg*lalmn€,

3: POST fu 1/getconsenl-cash-tn-* -

fir- GET fu '1 /gel-status-cash-tn----'----------
I

_! -' -.,6 lRespoqse. 
:

L-r-.1lpsultt
I

I

I

I

I

I

I

I

I

-I
I I S pOST M /submrt-cash-tn-- 

-...--|
ll
I k --- .-..- 5'1 Response. ;LJ

I
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+ Buoc 2: I PP thuc hiin ruot ; eu ciu ld'-r, access-token thco tiiu chuan OAuth2.0
voi grant_ty'pe la clicnt_credentials (Chi tiet duoc m6 ta tai nruc .1.4 trong RFC (17-19)

t6i hC th5ng x6c nh6n cria NgAn hang.

- Buoc 2.l. He thong xdc nhqn cua NgAn hring kiem tra thring tin trong 1iu cau r a
phdn h6i access-token cho TPP.

+ Buoc 3: TPP thgc hiQn gui y6u ciu khoi tao nap vi di6n tu toi he thong cua
Ngdn hdng th6ng quaAPl "Nqp vi tlipn t#" tai mgc 5.1

+ Bu6c 3. 1 . HC th6ng cria NgAn hdng thqc hi6n ki6m tra c6c th6ng tin ru yeu cAu

cua TPP. Khi c6c th6ng tin hqp 10, he thong cua Ngdn hdng trA v6 cho TPP m6t mi giao
dich duy nhAt (paymentld).

Vi6c x6c nhfn giao dich n4p vi di6n tu theo quy dinh cua Th6ng d6c NgAn hang
Nhd nu6c Vi6t Nam quy dinh ve an toan. bAo m6t cho vigc cung c6p dich vu trgc tu),Cn

trong ngdnh Ng6n hdng. Trong truong hqp thqc hi6n x6c nh4n nap vi dien tu theo OTP
hoflc Decoupled thi thgc hi€n nhu saur:

Vrii lu6ng OTP (cdc buric tu 4 d6n 4.2.2)t

+ Bu6c 4: HC th6ng cua NgAn hdng gui OTP cho kh6ch hdng.

+ Bu6c 4.1: Kh6ch hdng nh{'p OTP tren ung dgng cia TPP.

+ Bu6c 4.2:TPP thUc hi$n giri y6u cAu x6c nhAn OTP toi h6 th6ng oua NgAn hang
th6ng quaAPI "Xtic nhQn OTP" tar mgc 5.2.

+ Bu6c 4.2.1: H€, th6ng cua Ngdn hAng thUc hi€n ki6m tra c6c th6ng
tin tu y6u cAu cria TPP.

+ Bu6c 4.2.2: HE th6ng cua NgAn hdng thuc hiOn phdn h6i k6t qua cho 'IPP.

Vrli luiing decoupled (c6c bufc tir 4' tl6n 4.3.1'):

+ Bu6c 4': Tiry theo thi6t k6 ung dr;ng cria TPP vd Hd th6ng cua NgAn hang mA
HQ th6ng x6c nh{n cua Ngdn hdng thuc hiQn hoic kh6ng thuc hiQn gui th6ng bdo ttii
khrich hdng c6 giao dich n4p vi di6n ff cAn duoc xric nhfn.

+ Buoc 4.1': KhSch hdng truy cdp vio fng dung NgAn hAng.

+ Buoc 4.1.I ': Kh6ch h2rng xdc nh6n th6ng tin nap vi di6n tu.

+ Buoc 4.1.2': Kh6ch hdng x6c nhfn n4p vi <Ii€n tu theo ciic phuong thuc x6c nhAn
do Ngan hdng cung c6Lp vd bAo ddm tuAn thu quy dinh ve an todn, bao mAt cho r.i€c cung
c6p dich vu truc hry6n trong ngdnh NgAn hdng,

+ Budc 4.2':HQ th6ng ctaNg6n hdng gui y6u cAu cqp nhQt trqng th6ix6c nh4n
nap vi di6n tu cua kh6ch hdng toi 1'PP th6ng qua API "Cgp nhQt trgng thtii xtic nhQn
nap vi tlipn ttr cia khdch hdng luing decoupled" tai mgc 5.3.

+ Budc 4.2.1': TPP nhf,n dugc trang th6i va phan hdi k6t qua cho HQ thi5ng cua
Ng6n hdng, chi tii5t t4i mgc 5.3.

+ Bu6c 4.3': Trong truong hqp TPP khong nh{n clugc trang thai x6c nhAn nap vi
di6n tu cua khrich hang thong qua API "Cdp nhfu trgng thrii xdc nhQn nap v{ ilifn tu.
cfia khdch hdng tuing Decoupled" tai mgc 5.3 tu he th6ng cua Ngdn hdng thi TPP c6

I Truimg hop su dung Soft OTP thi c6 th6 thqc hien theo ludng O'lP hoac luong Decouple rl.
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th6 gni y6u ci,u 16;'trang th6i xac nh{n n4p vi di6n tu cua kh6ch hdng t6i h€ th6ng cua

Ng6n hdng thong qua API "Ldy figng thrii xric nhQn ngp vi etifn tfi' cfia khdch hang

Iuing Decoupled" l4i mgc 5.4.

+ Budc 4.3.1 ': 116 thong cua Ngrin hdng nhAn dugc 1'6u cau vd phin hOi k6t qua

l4i cho TPP.

+ Bu6c 5: TPP thuc hiQn gui y6u cdu x6c nh6n nap vi diOn tu tcri Ngen hang th6ng

quaAPI "Xdc nhQn ngp vi tli(n ff" t4i mgc 5.5.

+ Bu6c 5. 1 . Ngdn hdng phan frOl t6t qud cho TPP r'6 trang thrii giao dich.

+ Bu6c 6: Trong trucrng hqp TPP kh6ng nhfn ducrc phin h6i k6t qua hach todn tu

Ngdn hdng, TPP gui y6u cAu 6y trang th6i giao dich tcvi hC th6ng cua NgAn hdng th6ng

qua API "Liy tgng thtii giao dlch" t4i mgc 5.6.

+ Bu6c 6.1: HC th6ng cua Ngin hdng nhAn duoc y6u cAu vA phhn nal t6t qu6 lai

cho'fPP.

+ Budc 7. TPP hi6n thi k6t qua thuc hi$n n4p vi diQn tu cho kh6ch hing.

5.1. API N4p vi tli$n tft

N

,l

h

I

iv I i cash-in
POST
EWTTS

- Request Header:

Content-T1'pe String N,l Mec dinh "application/json"

Authorization String M

- Authorization <1inh d4ng: "Bearer +

{access token}". theo ti€u chuAn RFC

6750.
- M5 access token duoc cAp theo qu1'

dinh tai mqc 4.4 trong RFC 6149 (tdi
grant Wpe lir client credenlials ).

Request-DateTime DateTime M

-Ngay gict thUc hiQn.

- Dinh dang: )yy),-MM-
ddT'HH:mm:ssZ (Ul'C DateTime). theo

ti6u chuAn RFC 33 39.

Request-ID
String

t60l
M Ma dinh danh du1, nh6t cho rcquest.

thuons o dinh dans UUID.

PSU-IP-Address
String

ts0l
o Dia chi IP cua kh6ch hang. Gid tri nd1,

phAi o d4ng IPr,4 ho4c lPv6

PSU-User-Agent
String

[200]
o

Th6ng tin trinh duy6t trong truong hgp
khach hang su dqng img dung web cua

TPP holc c6c th6ng tin kh6c trong
trudng hqp kh6ch h2rng su dung [mg
dung kh6c cria TPP.

PSU-Device-OS
String
11001

o HC di€u hdnh trdn thiet bi (m6y tinh/di
d6nq....) cira kh6ch hine.

{*,s
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s{ ffiss*s&$s ,*rsffit"otlti* Gtsj[***ffi if +tiFfi [f,!'|,.ffi i
Provider-ID String [8] M

| \la di,rh danh cua Ngan hAng duoc qur
dinh tai Muc l.

TPP-ID
String

t1 5l
M

Ma dinh danh cia TPP dugc qu1, dinh
tai Mqc 1.

CIienrID
String

ts0l
o Gi6 tri client_id ducvc ndu t4i Muc 1

JWS-Signature String M Cht ki JWS theo qu1'd1nh tai Muc I

- Request Bodyr

instructionldentifi cation
String

t50l
M Mi giao dich do TPP khoi

tao

rem ittancelnformation
String

[2ssl
M N6i dung giao dich

instructedAmount Object M Th6ng tin so ti6n giao dich
value Number M 36 ti6n giao dich

curTency String [3] M
Loai ti6n t6 quy dinh theo md
cua b0 ISO 421 7 r'oi 3 k j tu
vidt hoa.

requestedExec utionD ate DateTime M

- Ngd:' thyc hi6n giao dich.
- Dinh dang:y)'yy-MM-
ddTHII:mm:ssz (UTC
DateTime), theo ti6u chuAn
RFC 3339.

ewalletToken
String

i30l
M

ME dugc sinh ra khi thqc
tlnren llen Kel \'t dten tu glua

TPP va ngan hang.

additionallnfo Obiect o Th6ng tin b6 sung (n€u co).

- Responsc Header:

Content- lication/ison"

Request-ID
Giri tri ducrc lAy tu request header trong API

Request-DateTime
Giri tri duoc lAy tu request header lrong API
cua l.PP

Cht ki JWS theo qul,dinh tai N4uc 1

- Response Bodyt

+ HTTP SI'ATUS CODE 2OO OK:

-' ,,l.'ii:L'';:'.i' *'i, .:E : i :
'.(. i i :,. "r 

'r.,

- '1.. - -'r -t - li.-"j --. 
-

,'t" ': *;

l,

^i::;",- ,. ;-, :
..rf: i. : --i.-:

M Strine

M String

M String

JWS-Signature M Strins

DELL
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:ttffi H$lsj
paymentld String [35] M

Mi grao dich duy nhit do NgAn hang
cung cap.

status String [4] M M6 trang th6i cua giao dich. Theo ti6u
chuAn cua ISO 20022.

statusDateTime DateTime M

- Thoi diem cdp nhAt tr4ng th6i.
- Dinh dang: yyyy-MM-
ddTHI{:mm: ssZ (I ITC DateTime)
theo ti€u chudn RFC 3339.

authenType String [10] M

NhAn m6t trong c6c gi6 tri sau:

- "OTP": thUc hiqn theo lu6ng OTP
- "DECOUPL[,D": thuc hien theo luong
Decoupled.
- "NONE": lrong trucrng hop khong
thgc hien theo luong OTP ',a Irrong

Decoupled.

additionallnfo Object o Th6ng tin b6 sung (ndu co)

* Error Code: Tham chi6u tai m1c 7 .2.1. Einh d4ng phan hoi t5i va LZ.Z nang
ma lol

5.2. API Xr{c nh$n OTP

inh "aoplication/ison"
- Authorization dinh d4ng: "Bearer^*

{access_token}": theo ti6u chuAn

RFC 6750.
- M6 access token duoc c6p theo qu1.

dinh tai muc 4.4 trong RFC 6149 (vti
ld client credentials).

- Ng4, gio thyc hi€n.
- Dinh dang:y)'y)'-MM-
ddTHH:mm:ssZ (LI l'C DateTime),
theo ti6u chuan RFC 3339.

Th6ng tin trinh duy6t trong trudng
su dung img dung

Endnoint

- Request Header:

Content-

Authorization

DateTimeRequest-DateTime

Md dinh danh duy nhAt cho request.
thudns o dinh dans UUID
Eia chi IP cia khach hdng. Gi6 tri nAy

hii d d4ng IPv4 hoac IPr'6.

Request-ID I String [60]

PSU-IP-Address

String [200]PSU-User-Agent hoo khrlch hdng
r,r,eb cua TPP hot c cdc th6ne tin kh6c

t]

String M

String M

M

M

String [50] o

o

DELL
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ffi -,'i.;.
ili ,: $1r.5!-1$F.l*t: i-Il{f r{ni l i i,it i:s iBflgtt ( tr

trong trudng hop khdch hang sri dung
[mg duns khdc cira TPP.

PSII-Device-OS String ! 001 o H€ di6u hdnh tren th-& b(m4.tirlai
dOng,.. . ) cua khdch hdng.

Provider-ID String [8] i , @;he"sd,rc,.I quy dinh tai Muc l.

M ai,rl-r
tai Muc 1.

O , Giri rri client_id dugc ndu tgi Muc l.
M 

I Cht ki JWS theo quy dinh tai Muc L

TPP-ID

Client-ID

String [ 5]

String [501

JWS-Signature String

- Request Body:

String [35]
Md giao dich duy nh6t do Nca" t ers
cung cAp tra v6 trong ApI Nap vi didn

String [6]
Ma OTP NgAn hdng tr6 r,6 cho kh6ch

ewalletToken String [30]
M5 duoc sinh ra khi thuc hi0n li6n k
vi di6n tu giira TPP vA neAn h

additionallnfo Th6ng tin b6 sung 1n6u c6

- Response Header:

Content-T Mic dinh "application/fson',
Gi6 tri duoc l6y tir request t.,eua". t.o,rg
API cua'IPP

Request-DateTime Gi6 tri duoc 16y hi request treaa.. trong
API cua TPP

JWS-Sienature

- Response Bodv:

+ HTTP STATUS CODE 2OO OK:

Cht k\,'JWS theo dinh tai Muc I

paymentld String [35-}

Ma giao dich duy nhir do Ngan hang

"rng 
c6p cho TPPtrongApl Nap vi di6i

tu muc 5.1.

consentld String [36]
Gi6 tri do NgAn hdng sinh ra sau khi
verify OTP thanh c6ng trong lu6ng
OTP.

DELL
Textbox



* Error Code: Tham chi6u tai mpc 7 '2'1' Dinh dang phan hoi l6i r a Z'l': Bang

ma l5i

5.3. API Cfp nh{t tr4ng thrii x6c nhfn n4p vi diQn tri cia khSch h}rng lu6ng

Decoupled

Ngin hang thuc hiQn goiApI niy cua TPP d6 tra v6 tr4ng th6i x6c nh6n n4p Yi dien

tu cua khiich hdng cu th6 nhu sau:

Endpoint ii 1 /update-consent-cash-ln

POST

- Request Header:

"L
ll

Content-TYPe String M Mac dinh ..uorlic6lien/ison.-

- Authorization dinh dang: "Bearer *
{access-token}": theo tieu chuin RFC

6750.
- M6 access-token dugc ciP thco quY

dinh t?i mqc 4.4 trong RFC 6749(vdi

srant tvpe lir client credentials).

Authorization

Request-DateTime

String M

DateTime M

- Ngdy gio thr'rc hiQn.

- Dlnh d4ng: ))')1-MM-
ddTHIf :mn:ssZ (UTC DateTime). theo

ti6u chuAn RFC 3339. 
,

Ma dinh danh duY nhdt cho request.

thudng s dinh dang IlqD, 
--

Request-ID
String

t60l
M

Provider-ID String [8] M

M

Ma dinh danh cia Ngdn hdng duoc quY

dinh tai Muc 1.

ChiI ki JWS theo quY dinh t4i MPc 1.
JWS-Signature String

- Request Bodl':

Md giao dich duy nhdt do Ngdn hdng cung

c6p cho TPP trong API Npp vi di6n tu mucString [35]paymentld

Gi6 tri do NgAn hang sinh ra sau klri rac

nhan thanh cong tren LIng dung cua NgAnString [36]

Nhan mgt trong c6c gi6 tri sau:

- "AUTHORISED" khi kh6ch hang x6cShing [20]

'- "'l^r';t;6t
. . f:-:r'ir.i

,. r;"'}qi,$$&
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- "REJECTED" khi kh6ch hdng x6c nhin
sai qu1'dtnh cua Ngdn hdng.
- "CANCEL" khi khdch hang khdng x6c

nh4n tr6n Ung dung cia NgAn hdng.

ewalletToken String [30] M
Mi dugc sinh ra khi thuc hi6n lien kdt vi
diQn tu gita TPP vd ngrin h2rng

expireln Number M
Thcri gian hiQu lUc cua consentld quy dinh
tai Muc 1.

- Response Header;

lication/ison"Content-
Gi6 tri duoc lA1, tu request header
trone API cia TPP

GiA ffi dugc Li1, tu request hcader

trons API cta TPP
Request-DateTime

Cht kV JWS theo uy dlnh t4i Muc 1

- Response Body:

+ HTTP STATUS CODE 200 OKr

* Error Code: Theo quy dlnh cta TPP.

5.4. API LAy tr4ng thrli xdc nh{n n4p vi tliQn tri cria khfch hirng luiing
Decoupled

TPP gqiAPI nd1, cua NgAn hang dti I6y vd tr4ng thrii x6c nhfn nap vi di6n tu cua

kh6ch hAng cq th6 nhu sau:

- Authorization dinh d4ng: "Bearer +

{access_token}": theo tieu chuAn RFC
6750.
- Mi access-token duoc cAp

dinh t4i muc 4.4 trong RFC
li client credentials

theo quy
6749(t,6i

/v 1 /eet-consent-cash-in

- Request Header:

MEc dinh "application/json"

Authorization

Request-DateTime - Ngdy gid thWc hi6n.

t..-

: r,_':-. j(.r: :,.+ ! -i t:.:. .r..;.-3J. it, :.Ir:

:l *-; [ *rit,;;',' ; ''*li]* iH
message

String
120)

M Mac rlinh ''Success"

:-'"-:, :ir"I-.

Content-Type Strine M

String M

DateTime M

DELL
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il.#ffitr*i}i'"ffi"ffiffifi
. :15

- Dinh dang: r,yl'),-NIM-
ddTHH:mm:ssZ ( IJTC DaleT'iure ). theo
ti6u chu6n RFC 3339.

Request-ID
String
t60l

M Ma dinh aanhlry ,tlii "n" request.
thurms ir dinh dans UUID

PSU-IP-Address
String

ls0l
o Dia chi IP cua khdch hdng. Giii tri na1,

phAi o dans IPv4 hoac IPv6.

PSU-User-Agent
String

[200]
o

Th6ng tin trinh duyet trong trudng hop
kh6ch hdng su dung ung dllng u,eb cua
TPP honc c6c th6ng tin kh6c trong
trudng h-o. p kh6ch hring su dung img
dune kh6c cua TPP.

PSU-Device-OS
String
|.l001

o He di6u hdnh t.6n ttEt Ui tma>,ri"lrdi-
dOng,. .. ) cua kh6ch hiins.

Provider-ID String [8] M Ma dinh danh cria Ngdn hang duoc quy
dlnh tai Muc l.

TPP-ID
String

[1 s]
M Md dinh danh cua TPP dugc quy dinh tai

Muc 1.

Client-ID
String

[501
o Gi6 tri client_id duoc ndu tai Muc l.

JWS-Signature String M Cht ki JWS theo quy dinh tai Muc I

- Rcquest Body:

ME giao dich duy nh6t do NgAn hirng cung c6p
cho TPP trong API Nap v i diqn tu mUc 5 , 1 ,

ewalletToken
Mi dusc sinh ra kli thEc hi€n li6n ket vi di6n
tu sita'l'PP vir nsAn

- Response Header:

Mdc dinh "aoolicationiison''Content-
Gia tri duoc 16y tu request header

API cua TPP

Request-DateTime
Gi6 tri duqc l6,v tu request header
trons API cua TPP
Chti ki JWS theo qu1, dinh tai lr,fuc I

- Response Body:

+ HTTP STATUS CODE 200 OKr

*' r "*'1,++FT 'T
,.t . r.-,,rf {',1t r

'i.:,'".1,,}/ .

.- i . . .!r" .;.Ej-_\ir, j"

H.ir:sl
[i.! :l;i'*{i
1$$!\{X

paymentld String
t35l

M

String
t30t

M

T_.t&.p

; iii#
Strurg M

Request-ID String M

String M

JWS-Signature String M
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paymentld String

[3 5l
M Mi giao dich du1' nhit <io Xgan h-,s .-^'._*rg

cho TPP trong API NAp vi di€n ru mgc 5.1

:
cap

consentld
String

t36l
M - Gt6, tri do Ng6n hang sinh ra sau khi xdc nh6n

thdnh c6ng tr6n Llng dUng cua NgAn hang .

conscntStafus
String

l20l
M

Nhdn m6t trong cdc gi6 tri sau:
- "AU'IHORISED" khi kh6ch hdng x6c nhdn
thinh c6ng.
- "REJECTED" khi khrtch hang x6c nhAn sai quy
dinh cua Ngin hdng.
- "CANCEL" khi khrich hdng khong x6c nhdn
tr€n Ung dung cua NgAn hdnBl 

]

expireln Number M Thoi gian hi6u lUc cua consentld quy dinh tai
Muc 1.

ewalletToken
String

t30l
M Mi dusc sinh ra khi thuc nien iien tEiii aien nr

giua TPP vd ngdn hdng.

* Error code: Tham chi6u tai muc 7.2.1. Dinh dang phan h6i tdi 'a z.z.z nang
ma l5i

/v 1/submit-cash-in

5.5. API X6c nhAn n4p vi tliQn tri'

- Request Header:

Content-Type String M Mdc dinh "application/ison"

Authorization String M

- Authorization dinh d4ng: "Bearer + |

{access_token)": theo ti6u chuAn RFC67s0. 
i

- Mi access l.oken duoc cdp theo quy 
I

dinh rai mr,rc 4.4 trong RFC 6749 (v6i 
I

grant_t_ype la clienr_credentials ). I

- Ngay gi,i thq. hi6. n.

- Dinh dang:nlT-MM- 
I

ddTI IH:mm:ssZ (UTC DareTime). thco
ti6u chudn RFC 3339. l

Request-DateTime Datel'ime M

Request-ID String

[60]
M Md dinh danh duy nh6t cho request.

thuong q dinh dang UllID.
PSll-IP-Address String

Is0]
o Dia chi IP cua kh6ch hdng. Giri tri ndy

phAi o dang IPv4 hoEc IPv6.

PSU-User-Agent String

[200]
o

Th6ng tin trinh duy6t trong truong hgrp
khilch hang su dung ung dpng web cua
TPP hoic c6c th6ng tin kh6c trong
truong hgp kh6ch hang su dung img
dUng khric cua TPP.

EWI,TS

DELL
Textbox



44

i$iffi*ffi
PSLI-Device-OS

String

lr 00l
o

6u hAnh tren thr6t bi (m6l' tinh/di
...) c[ra kh6ch hanc.

He di
done.

Provider-lD String [8] M
Ma dlnh danh cua NgAn hang dugc qu1'

dinh tai Muc l.

TPP-ID
String

[1 s]
M

Ma dlnh danh cua TPP duoc qu1'dinh tai

Muc l.

Client-ID
String

ts0l
o Gi6 tri clicnt_id duo-c n6u tai Muc L

Cht ky JWS theo quy dinh t4i Muc 1.JWS-Signature String M

- Request Body:

paymentld
String

t3sl
M @gcungc6pcho

TPP trongAPI Nap vr diqn tu muc 5.1.

consentld
String

t3 6l
C

Gid tri do NgAn hdng sinh ra sau khi xdc nh{n

thinh c6ng tr6n Ung dpng cua Ngdn hang trong

lu6ng Decoupled hodc x6c nhfn OTP tharth c6ng

trons 1u6ns OTP.

ewalletToken
String

i30l
M @nk6tvidiqnh-I

giira TPP vd ngAn h4ng.

- Response Header:

Content-T

Gie tri dugc lAy tir request header

trone API cua TPPRequest-DateTime

Chir k'; JWS theo quy dinh tai Muc 1

Request-lD

- Response Body:

+ HTTP STATUS CODE 2OO OK:

dinh "application/ison"

tri dugc lAi' tu request header

API cua TPP
Gi6
tror

Md giao dlch duy nhdt do NgAn hAng cung cAp

cho TPP trons API Nap vi diQn tu muc 5.1.

Md trang th6i cua giao dich. Theo ti6u ch

cira ISO 20022.

- Thcvi di6m cap nhflt trang thdi.

- Dinh d4ng: yyryy'-MM-ddTHH.:mm:ssZ
(UTC DateTime). theo ti6u chuAn RfC 3339.

statusDateTime
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- , "1 T..o. code: Tham chiilu tai mtc J .z.l . Dinh cla,g phan hdr 16r vd 7 .2.2 l)ang
ma lol chung.

Endpoint /v i /get-status-cash-in
POST
EWLTS

5.6. API L61'tr4ng th6i giao dlch

- Request Header:

Content-Type Strine M
u

M4c dinh "application/j son''

Authorization String M

- Authorization dinh dang: ',Bearer *
{access_tokcn}": theo tieu chu6n RFC
6750.
- ME access_token duoc cAp theo qu1,
dinh tai muc 4.4 trong R-L'C 6749(t,6i
Erant I,ps la client credentials)

Request-DateTime DateTime M

- Ngdy gio thuc hi€n.
- Einh dang: yyyy-MM-
ddTHH:mm: s sZ (IJT C DateTime).
theo ti6u chudn RFC 3339

Request-ID String [60]

String [50]

M I 
Ma dinh danh du1, nhdr cho ,.qr..i

_ I thusng 0 dinh dang tIUID.

o Dia chi IP cua khdch hang Ciri rrr n.4v

Thong tin trinh dur,6t t.ong t uong n.rp
khrich hang su dung ung dung u.eb cua

O ,TPP hodc cdc thong tin kh6c rrong

I truong hop khrich h2rng su dung Lrng

I dune khdc cua TPP.

i- 
I dOng,... ) cua khrich hdng.

PSU-IP-Address

PSU-User-Agent String

[200]

PSU-Device-OS String
t 1001

Provider-ID Strhg [8] M Ma dinh danh cria NgAn hdng duoc qu1,
dinh tai Muc 1.

TPP-ID Shing [15] M

o

Md dinh danh cua TPP ducrc qu1, dinh
tai MUc l.
gry,. .,,.r,-tr *r.
Chft ki JWS theo qu1, dinh tai Muc l.

CIient-ID String [-s0]

JWS-Signature String M

- Request Body:

Md giao dich duy ntr6t Oo Ngan hang cung
cho TPP trong API Nap vi di6n tu muc 5.1 .

ewalletToken Mi duoc sinh ra khi thuc hi6n li6n k& ,i d,en hi
ita TPP vd

Method

!
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- Response Header:
l-i6.trffiffi! BII*S

r+rytts-"F!!9-!iffit:
Content-TyPe String M It4ac dinh "aPPlication/i son"

Request-ID String M
Gi6 tri dugc 161' tu requcst header trong Arl
cua TPP

Request-DateTime String M
Gia tri dugc lAy tu request header trong API

cua TPP

JWS-Signature Strin M Cht ki JWS theo qu1' dinh t4i Muc I

- Response Body:

+ HTTP STATUS CODE 2OO OK:

ma l6i

6. Open API Rft ti6n ra kh6i vi iliQn tri (tli6m c khoin I Didu 6)

- Lu6ng tri€n khai API R[t ti}n ra kh6i vi diQn tu (sau ddy goi ld.1t vi di6n tu):

lganttlufir
I seilef

r"-'l selecl

Md giao dich duy nh6t do NgAn hirng cung

cdp cho TPP trong API Nap vi di€n tu nlucpaymentld

Ma tru.tg thiii cua giao dich. Theo ti€u chu6n

cira ISO 20022.String [4]

- Thoi ditim cOp nh0t tr4ng th6i.

- Dinh d4ng: ylYY--MM-ddTHI{:mm:ssZ
(UTC DateTime). theo ti6u chuAn RFC

3339.

* Error Code: Tham chiilu tai mUc 7.2.1. Dinh dang phan hoi loi va Z.Z.Z Bang

m
I

3 P0ST/v1/cash+uf- 'l
"'-31 ResPonse " -""" "- 

I

Ifinh 6' Luing rut t'i di€n t* (EIVLTS)

- M6 te chi ti6t ludng:

+Bu6c1:Saukhiclangnhflpviroimgdr;ngcuaTPP.khdchhangthqchiQnyeu
cAu rut vi di6n tu.

BanX Open

API

t,-2 POST ,token (Cfient credentds]-+
i

F "" 2 1 ResPnse access token '

.. --.3 2 ResPme''"""'.""

- . -.'-*i J'- 1 =.:Yi.'.'
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+ Buoc 2: TPP thgc hien rnot 1,6u cnu l6y access-tokcn theo ti6u chuAn OAuth2'0

r,6r grant_t},pe Id client_credentials (chi titit cluoc mo ta tai muc 4.4 trong RFC 6749)

tfi hQ th6ng x6c nh{n cira Ngan h?rng.

+ Buoc 2.1. He th6ng xac nhan cua Ngan hdng kiem tra thong tin trong yeu cau Vir

phan h6i cho TPP access-token.

+ Bu6c 3: TPP thuc hi€n gui y6u cau rtt vi diQn tu tcri Ngan hdng theo API m6 ti
duoi ddy.

+ Buoc 3. 1 . HC th6ng cua NgAn hirng phnn hoi k6t qua cho TPP.

+ Bu6c 3.2.ilngdqng cua TPP hi6n thi k6t quA cho kh6ch hring.

Endooint /v I /cash-out

Method POST

Scope EWLTS

- Request Header:

Content-T /pe String M Mac dinh "application/json"

Authorization String M

- Authorizalion dinh d4ng: "Bearer +

{access_token}'': theo ti6u chudn RFC
6750.
- ME access token dugc cAp theo quy'

dph tai muc 4.4 trong RFC 6149(voi
grant_type l2r client_credentials).

Request-DateTime DateTime M

- Ngdy gio th\rc hiQn.

- Dgrh dang: D)'y-MM-
ddTIlH:mm : s sZ (UTC DateTirne). theo

ti6u chuAn RFC 3339.

Request-ID
String
t6ol

M
Mi dinh danh du1, nhAt cho request.

thuong s dinh dang UUID.

PSU-IP-Address
String

t50l
o Dia chi IP cua khrich hdng. Gi6 tri nd;'

phii o dang IPv4 ho6c IPv6.

PSU-User-Asent
String

[200]
o

Th6ng tin trinh duyQt trong truong hqp
kh6ch hang su dqng ung dqng web cira
TPP hoac ciic th6ng tin kh6c trong
trucrng hcr-p khach hdng su dqng ung
dung kh6c cira TPP.

PSU-Device-OS
String

t1001
o I{6 di6u hanh tr6n thiet bi (may tinh/di

dQng....) cira kh6ch hdng.

Provider-lD String [8] M Mi dinh danh cua Ngdn hang dugc quy

dinh tai Muc 1.

TPP-ID
String
llsl M M6 dinh danh cua TPP dugc quy dinh t4i

Muc I

Client-ID
String
ts0l

o Gi6 tr; client_id dugc n6u t4i Muc l.

,"..."":
-:!-iii;i. ?;:: q

-.. l,l :' .'
:.t: 1.,:,,1
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Chit ky JWS thco quy' dinh tai Muc

- Request Body:

-l;,{+
;&;ii
rIii:

instruc ti onl dentifi c ation
String

ls0l
M ME giao dich do TPP khoi

tao

re mil tancelnformation String

[25s1
M NQi dung giao dich

instructedAmount Object M Th6ng tin s6 ti6n giao drch
value Number M 56 ti6n giao dich

curTency String [3] M
Lo4i ti6n td qu1 dinh tlrco ma

cua b0 ISO 42ll voi 3 ki,tu
.i -

\/lel hoa.

requcstedExecutionDate DateTime M

- Ngdl' thyc hien giao dich. -

Einh d4ng: yyyl'-MN1-
ddTHH:mm:ssZ (UTC
DatcTime). theo tieu chuin
RIrC 3339.

ewalletToken
String

[30]
M

1146 dugc sinh ra khr thuc
' ,i,

nlen llen Ket vl dten lu'glua
TPP vd ngAn hang

additionallnfo Object o Thong tin b6 sung (neu c6)

- Response Header:

Content-T lication/ison"
Gi6 tri duoc l6v tu request headcr rrong API

Request-DateTime
Gi6 tri duoc I6y tu request headcr trong API

Chf ky JWS theo qul,dinh tai Muc I

- Response Body:

+ HTTP STATUS CODE 2OO OK:

String [4]
Md tr4ng th6i cua giao dich. Theo ti6u
chu6n cua ISO 20022

statusDatel'ime

- Thoi di6m cap nhdt trang th6i.
- Dinh dang:),yyy-MM-
ddTHH:mm:ssZ (UTC DateTime). theo
ti€u chu6n RFC 3339.

:' -_l '.4: -r.ji 
-i*. il- _
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* Error Code: l'ham chi6u tai muc 7.2.1. Dinh dang phan hCri lCrr r.'a 7.2.2 Rang nri loi
chung.

7. Me t6i
7.l.Ma t6i tuiing l6y mn truy c4p cria khrlch hing.
7.1.1. Me l6i API x5c nh$n vi l6v su tliing f cria khrich hirng
Trulng hgp tham s6 "redirect_uri" thitiu hoqc khong khop duong d5n md TPP da

ddng kf v6i NgAn hdng. Ngin hdng cin di6u huong kh6ch hdng t6i trang th6ng h6o I6i
vd m6 t6 ro l5i cho kh6ch hdng,

Truong trsp t6i nhu kh6ch hang tu ctrOi a6ng ! hodc l6i o da1, kh6ng li6n quan d6n
ducmg din di6u huong "redirect_uri" thi Ng6n hirng sE th6ng b6o cno ipp bing crich
th6m cdc giri tri, tham sO a trang b6n ducri vdo duong din "redirect uri'':

6 l6i do hQ th6ng tri vd. Danh s6ch mE l5i duoc
p dUng dga tr6n ti6u chuAn OAuth 2.0. Duoc li6t

-.i.e o Dang ma lot

description Cung cip thong tin b6 sung. duoc su dgng d6 h
rq TPP hi6u l6i dd xav ra.

i6 tri tu rectuest cta TPP.

Bing mi l6i:

INVALID-REQUEST
equesl bi thi6u tham s6 b6t bu6c hc
am s6 kh6ng hSp lQ. kh6ng dirng di

UNAUTHORIZED-CLIENT TPP kh6ng duoc phdp 1,6u cAu I

i bdng phuone phaD nd

ACCESS-DENIED [r so htu tdi ngur,6n hodc mrly chu 161

rl6ne .i da tu ch5i v6u cAu.

TINSUPPORTED-RESPONSE TYPE
y chri lAy.su d6ng ! kl6ng h5 trq I

d6ng f bdng phuons ph6p nirr,.

INVALID.SCOPE
ham vi scope duoc yeu cAu kh6ng

Q. kh6ng xric dinh ho{c kh6ng dung di

SERVER ERROR
6y chir 161, su d6ng ! de elp phdi m6
h trang khong mong rnu6n khi(in
6ng th6 thuc hi€n ducyc r,6u cAu.

TEMPORAzuLY LINAVAILABLE
i hoic bao tri.

6y chu lAy sU d6ng y'hi6n khong th€
r l! yCu cAu do m6y,chu tam thcri bi qu.1

7.1.2. Ma l6i ApI Ldy ml truy cgp

M6y chu x6c nhfn vi 16y su d6ng y tr6_vd m6 l6i HTTP 400 (Bad Request) cho
TPP kdm theo chi ti€t c6c l5i du6i day vd cric ldi nay duoc tham khio dga tr€n muc ..5.2

Error Response" cta ti6u chudn RFC 6749:

Dinh dang md l6i:

EITOT String M

String M

state String M

2

3

4

6

5

7
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Ma l6i do hC th6ng tra vd. Danh s6ch md l5i duqc ap

dung dpa tren ti6u chuAn OAuth 2.0 ducrc li6t kc s
-,i.bang ma lol.

Cung c6p th6ng tin b6 sung, ducvc su dung d€ ho trq
TPP hi6u 15i da xay ra.error description

IIRI x6c dinh trang u'eb md con ngucti c6 th€ doc

ilugc cirng r,6i th6ng tin r,6 15i. duqc su dung d6 cung

cAo cho th6ns tin bO sune ve l6i.

Bing mi l5i:

equest bi thi€u tham

VALID_RDQUEST urn 16 khong h..rp i0, kh6ng dring di

nh{n th6ng tin ung dqng kh6ch kho

4OO IUNAUTHORIZED CLIENT

400 [Nve.lro scoPE

al cAp qu,v€n kh6ng dugc m61' chu

ALID CLIENT

P kh6ng dugc phep su dqng rni lo

uv caD nav.

ng x6c dinh hoac kh6ng dung di

4OO UNSUPPORTED GRANT TYPE

7.2. M I6i API khic trong phu lgc niry

7.2.1. Dinh d4ng phin h6i l6i

Trong trucrng hop c6 16i xa;, ra thi h6 th6ng cira Ngdn hdng cAn trd r'6 n6i dung

7.2.2.Bingmi l6i chung

CONSENTID-NOT-EXIST
ED

trong body phdn h6i theo bing duoi diy:

16i tra ve vd HT'IP code tham chi6u tai mu

.2.2Bdnema l6i ch
tin bo sung them chi tiet ve loi

consentld kh6ng t6n tai

CITOT M

o

error uri o

400
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400
CREDITOR ACCOUNTID Dt liQu truong creditor u..ou.,Ad khnnffio..-

rongUIRLD

CREDITOR-NAME-REQUI
RED
DEBTOR ACCOIINTID N
OT EXISTED

Dt li6u truong creditor name kh6ng duoc rdng

debtor accounrld khong ton tai

EWALLETTOKEN
400 D[ li6u truong ewalietTokcn kh6ng dugc rdngUIRED

400
EWAI,LETTOKEN NOT E
XISTED
EXPIRE CONSENTID

ATION UIRED

trudng instructedAmount cuffencv
)c rons

Dt 1i6u

kh6n

400
INSTRUCTION IDENTIFIC DtliQutruonginst.uc@

duoc r6ns

?t lieu trudng JWS-Sig*t,rr. kfrOrg-Auos
ron
Dir li6u tru e khdn

PAYI\4ENTID RE UIRED ] D0li6u tru rmentld

lno i CREDITOR-ACCOLTNTID,"" 
INoT EXISTED ] creditor accountld khong t6n t4i

?ir li6u truong .r"dito, b*kcod" khongJ.ro. c
rons

CREDITOR-BANKCODE
REQUIRED

4oo I DEBTOR_ACCOLTNTID R- iEOUIRED ?ir liQu trucmg a.Uror *c,rurrla ttrOng auoi

DEBTOR-NAME-REQUIR
ED Dfr li6u truong debtor name khong cluoc r6ng

FROMDATE INVALID D[ li€u trudng fromDate khong hqp 19
FROMDATE-REQUIRED D[ liQu trucrng fromDare thOng auociil
INSTRIICTED-AMOLTNT
CURRENCY INVALID

] Dir li6u hudng
i kh6ns hoo 16

instructedAmount currencv

INSTRUCTED AMOT]NT
CT]RRENCY REOUIRED
INSTRIICTED AMOLINT
VALUE REQUIRED

Dt liQ u truon g in.tr'r"t.dA-o *t, u I *f.h6ng-
duoc r6ns

JWS_SIGNATURE_REQUT
RED
PAGE INVALID

PAYMENTID_NOT-EXIST
ED ] Pa)'mentld kh6ng t6n tai

PRovIDER-lD-REeutRED , ?t lieu truong lroria.ito k},*g kt',0.,g duq.
lrons

PSU_IP-ADDRESS INVAL

REMITTANCE INFORMA j Dft li6u trudng .e-ittrn..trrforr*tion tt Orrg
I duoc r5nsTION REQUIRED

REQUEST DATETIME RE ?ir li6u truong R"qrrert-DaGT.rrtre Lh-6ng duo. 
"rong

eu,alletToken kh6ng t6n rai

consentld dd h6t han

Dt 1i6u truong PSU-Ip-Add..r,s k_lr6nClqp le
c6 dt li

'ftr
' ,t..' 'Iq- 't .*i",.

ii.',
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l. .t )

r$*J[ffiiffi]

CI

I

il
400 REQUEST-ID_REQUIRE,D

Dt IiQu trudng Requcst-ID kiong Knoug ouo'

rong :

DEltC. " 
trub.g .equestedExec utionD ate kh6nl

ducYc ronq
1r^,-l-^..^lA

400
REQUESTED-EXECUIIoN 

i

DATE REQUIRED

400

400

SIZE INVALID 1

TODATE_INVALID I

Dit hgu truong stze rnortg tt\tP ts 
--

Dt liOu trudng toDate kh6ng hgp l=
400 TODODATE REaLTIRED ,

TPP ID_REQUIRED I

lrpp UNvERIFIED

]oTHER
i

I exennororex 

-

l-)ir li6rr tnrdns toDate khong duclc rong

400
Dfi lieu truong rYY-rL) KIIOnB KllulrB \rur'\'

rong

tPP .huu duoc xdc nhAn
.T'T) Dl-400

400

401

L6i kh6c li€n quan tol yeu cau Arr lLt PIla 1.r I

do nsAn hAng m6 ta. 

--

OAuth 2 token ala net nan

40t
JWS SIGNA-TURE_LTNVER

PORBIDDEN

IFIED
' Jws-Signature x6c nhin thiLr bai

-tUa tfrong Uao Onuth hqrp lQ di. duoc nharr'

I -h,.,.,., .,, 
'vAn 

tnlv cAo dd bi tu chor.403 ^1::::.9):i--+
Sai ohugns thuc HTTP'<-.405 WRONG METHOD

INTERNAL ERROR500
M6y chu gap phal tlnn lr4ng Knollg trrurlF rrru'

khi6n no kh6ng the thuc hiqn )eu cAu, 
. -

M"y .ht.ha" d"r.. phdn hiri kh6ng hop iQ

m6y chu dich'

Mt .hl, kh6"g nhan dugc phin h6r 1u n
cnu alcfr de noan tirantr l'eu ciu 

-._-Loi 
ma. ticn qu* t6i m6y chu xu l;"'i6u t

API do nsdn hdng m6 ta' -.-----.----------.-.--

l

-

502 IBAD GATEWAY

so+ lcnrBwAY TIMEour
I

I r,I

.,
rav

)au

500 OTHER '4--
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TITU CHUAN K

(Ban linlt kim ther,t

ctia

OPtrN API TRONG NGANH
G

'-AtHll\I ng\' 14 il,aug Atrun 2 02 I
g llhd nuoc lriAt liam)

Quy ttinh

6p dung

Khu1,6n nghi rip

dung d6i vdi ciic

API khric cua

Ngdn hdng.

Logi ti6u chuAn
T6n tl6y dri cria

ti6u chuAn

TiGu chuin ki6n trric

1.1 I Trao aOi ar tieu

REpresentational State L Bit bu6c 6p
f'ransfer I arng

Simple Ob1ect Access
Protocol

Dinh dang trao

oo1 0u lteu

.IavaScript Objcct
Notation

B6t buoc rip

dung

Khuy6n nghi rip
dung ddi r,,oi cdc

API khdc crla

Ng6n hang

XML I 
eXtensible Markup

I Ti6u chu6n d['li6u

Intemationa I

Organization for
Standardizati on 20022 Khuy6n nghi ap

dung mot trong
c6c ti6u chudn

a6i voi apt
kJlric cua Ng6n

hang

ISO 20022

rso 8583

Intemational

Organization for
Standardizal.ion 85g3

Open Financial
Exchange

Dinh dang dfr

li0u
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TT Loai ti6u chu6n

Kf hiQu ti6u,^cnuan
TGn ilffv thi cria

ti6u chuAn

Quy tlinh

rip dgng

tso 4211

Intemational

Organtation for
Stairdardizati on 4211

tsit buQc ap

dung

RFC 3339 Date and Time on the

Internet: Timestamps

Bdt bu6c 6p

dpng

3 Ti6u chuAn an tohn th6ng tin

3.1

Giti ph6p x6c

thuc, 16y su

dong y cua

kh6ch hdng

Rrc 6749

The OAuth 2.0

Authorization
Framework

- Bit buQc 5p

dung theo titu
chuAn RFC

6749. RrC
6750. RI,'C

7636.

- C6 the kiit hqp

ti6u chuAn RFC

6749. RI'C 6750

r,cvi cdc ti6u

chudn RFC

7636, OIDC tuy'

theo c6c truong

hop 6p dung

RFC 6750

The OAuth 2.0

Authorization
Frameu'ork:

Bearer Token Usage

RFC 7636

Proof Key for Code

Exchange by OAuth
Public Clients

RFC 7OO9
OAuth 2.0 Token
Revocation

OIDC OpenID Connect

SAML r,2.0

Security Assertion

Markup Language

version 2.0

Khul't5n nghi6p
, -: 'dung oor vcfl

API kh6c cua

Ngdn hdng

3.2
An toirn ting
giao vfn

HTTPS
HyperText Transfer

Protocol Secure

Bit bu6c 6p

dung

TLS v1.2 trd
16nr

Transport La1,er

Security version 1 .2+

Bit bu6c ip
dung

I Khuli5n nghi 6p dqng mTLS.
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TT Lo4i ti6u chuin Kj'hi6u . ti6u

chuin

.
T6n dflr, dri cria

ti6u chudn

Quv rlinh

6p dgng

J.J
Gi6i thudt mi
h6a

TCVN
7816:2007

PKCS #1

C6ng ngh6 th6ng tin -
K! thudt mdt md -

Thuft to6n md d[ Ii6u
AES

Khuy6n nghi ap

dung

RSA Cryptographl,

Standard

KhuytSn nghi 6p

dung.

Su dung phi6n

bdn 2.1 trg16n

va luoc d6

RSAES-OAEP

d€ md h6a. D6

ddi kh6a toi
thi€u Id 2048 bit

ECC
Elliptic Curve

Cryptography

Khuy6n nghi rip

dung. D6 ddi

l,fioa t6i thi6u

256 bir

JWE

TC\,T{ 11367-

2:2016

JSON Web Encrvption

Khuy6n nghi6p
dung theo ti6u

chuAn RFC 7516

C6ng ngh6 th6ng tin -
C6c k! thuAt an todn -
Thudt todn mdt mi -
Phdn 2: MAt m5 phi
-4,ool xung.

Khu1,6n nghi 6p

dung

3.4 Cht ki di6n tu JWS JSON Web Signature

B[t bu6c 6p

dr,rng:

- Theo ti6u

chudn RFC

7515.

- D6 dai kh6a t6i
thitlu ld 2048 bit
AOi vOi RSA vd
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TTI Lo4i ti6u chufln

Ki,hi6u ti6u
chuin

TOn dAy dri cira

ti6u chufln

Quy {linh

6p dgng

PKCS #1

256 bir AOi YOi

ECDSA.

RSA CryptograPhY

Standard

Khuyiin nghi6p

dpng mQt trong

c6c tiOu chuAn.

_ !.
- +)or vol tleu

chudn RSA:

+ Su dung phi6n

bhn2.1 tro 16n.

+ Do dAi kh6a

t6i trrieu la 2048

bil.

- OOi vOi tieu

chuAn ECDSA:

Dd dai khoa t6i

thieu 1A 256bit.

ECDSA

TCVN
1635:2001

Elliptic Cun'e Digital

Signature Algorithm

KI thuOt m{t md -
Ch[ ky s6

3.5
Giai thuOt bdm

cho chir ky s6

FIPS PUB 180-4 Secure Hash Standard Khuy6n nghi ap

dung mdt trong

c6c ham bdm

sau: SHA2-56.

SHA-384. SHA-

512. SHA-

5121256. SHA3-

256. SHA3-384.

sHA3-512.
SHAKE128.

SHAKE256

FIPS PUB 202

SHA-3 Standard:

Permutation Based

Hash and Extendable

Output Functions

-I
I

I o,'' ,.,an He
3 6 

| *,0,g thong tin

I5O27001:2022

International

Organization for

Standardization

27001:2022

C6ng nghQ th6ng tin
C6c k! thu6t an to2rn -
Y6u cAu co birn vA an

Bit buQc 6p

d\rng mQt trong

hai ti6u chuAn.

TC\N
11930:2017
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chuSn

TGn tIAr,dri cfia
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theo c6p do
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